ITamsaTKa M0 HHPOPMALMOHHON 0€30I1aCHOCTH JeTel I 00y4aroInXCs

HEJIb351
1. Bcem moapsii cooOmarhk CBOK YacTHYIO HHGOpMaNuio (HacTosIue uMs, GaMUIuio,
TenedoH, aipec, HoMep HIKOJIbI, a Takke GoTorpaduu cBOU, CBOCH CEMBH U JIPYy3ei)

2. OTKpBIBaTh BIIOKEHHBIE (DaliIbl JIEKTPOHHOM MOYTHI, KOT/Ia HE 3HACUIH OTIIPABUTEIS
3. I'pyOuts, npuaupaTbces, OKa3blBaTh 1aBIEHUE — BECTH ce0s1 HEBEXKIIMBO U arpeCCUBHO

4. Pacrnopskarbcsi eHbraMH CBOEM ceMbM 0e€3 paspelleHHs CTapliuX — BCerjaa
CIIpalMBai poauTenei

5. Berpeuarbes ¢ MHTEpHET-3HAKOMBIMU B pPEaJIbHOM JKM3HUM — IIOCOBETYHCA €O
B3pOCJIBIM, KOTOPOMY JOBEpsELIb
OCTOPOXXHO

1. He Bce numyt npasay. Uuraens o cebe HenpaBay B MHTepHeTe — coobimu 00 3ToM
CBOUM POJIUTEIISIM WJIU ONEKYHAM

2. llpurnamaroT mepenuchiBaThCs, UTpaTh, 0OMEHUBATHCS — IPOBEPH, HET JIU MO/IBOXA
3. Hesakonnoe konupoBanue Qaiino B IHTepHETE — BOPOBCTBO
4. Bcerna paccka3biBail B3pOCIBIM O MPOOJIEMax B CETH — OHH BCET]Ia TOMOTYT

5. Hcnonp3yii HacTpoWkHM O€30MACHOCTH W NPUBATHOCTH, YTOOBI HE MOTEPSTH CBOH
aKKayHbI B COILICETAX U APYIMX MOpTaiax

HYXXHO
YBaxaTp IpYyrux IMojab30BaTenen

1
2. JlenaTh CCBHIJIKM Ha MHTEPHET- UICTOUHUKHU, KOTOPBIMH MOJIb3YEIIbCS
3. OTKpBIBaTh TOJIBKO T€ CCBHUIKH, B KOTOPHIX YBEPEH

4. OOpamarbcs 3a MOMOIIBIO K B3POCIBIM — POJUTENH, ONEKYHbl U aJMUHUCTPALUS
caifToB Bcerja moMoryT

MOXHO
1. TIlpoiitu oOyuenue Ha caiite «CeTeBHMYOK» W TMOJYYUTh NAcCIOpPT LUPPOBOTO
rpaxkaaHuHa!



IamsaTka Aas 00y4arOIKUXCH
C KaxapIM TOJIOM MOJIOJICKH B UHTEPHETE CTAHOBUTCS OOJIbINE, a IIKOJIHLHUKH OJHU U3
CaMbIX AaKTUBHBIX Ioib30BaTenedl PyHera. Mexay TeM, NMOMHUMO OTPOMHOIO KOJUYECTBA
BO3MOJKHOCTEH, HHTEPHET HECET W MpOoOJIeMbl. DTa MaMsTKa JO/DKHA MTOMOYb Tebe Oe30IacHo
HaXOJUTHCS B CETH.

Komnvromepnuie eupycot

KomnbroTepHblii  BUPYC — 3TO  pa3HOBUJHOCTh  KOMIBIOTEPHBIX  IPOTPAMM,
OTJIMYUTENFHOH OCOOCHHOCTBIO KOTOPOH SIBISIETCS CIIOCOOHOCTh K pa3MHOXEHHI0. B
JIONIOJIHEHUE K 3TOMY, BUPYChl MOTYT MOBPEIUTb WM IMOJHOCTbIO YHMUYTOXHTH Bce (hailibl
U JaHHbIE, TOJKOHTPOJBHbIEC MOJIH30BATEI0, OT UMEHH KOTOPOro Obla 3amylleHa 3apakeHHas
nporpaMma, a TakKXKe MOBPEIUTbh WIM Jake€ YHUUYTOXXUTh ONEPALMOHHYI0 CHUCTEMY CO BCEMH
¢aiinamu B 1iesioM. B G0bIIMHCTBE CilyyaeB pacHpOCTPAHIIOTCSA BUPYCHl Uepe3 HHTEPHET.

MeToabl 3alIIUThHI OT BPEAOHOCHBIX MPOrpaMmm:

1. I/ICHOHBBYﬁ COBPCMCHHLBIC OIICPAMOHHBIC CHCTEMbI, HMCHOIIUC CepBGSHLIﬁ
YPOBCHB 3allIUThI OT BPSCAOHOCHLIX ITPpOrpaMm

2. TlocrossHHO OOHOBIISH OMEpAIIMOHHYIO CHCTEMY Ha CBOeM KommbloTtepe. CkaunBaii
OOHOBJICHHMSI TOJBKO € OQUIMAIBHOIO CcaiiTa NPOU3BOJUTENS. IPOrPAMMHOIO
obecrieuenus. Ecnm cyimiecTByeT peXuM aBTOMAaTUYECKOTO OOHOBJICHUS, BKIIOYH
ero

3. PabGotaii Ha cBOeM KOMIIBIOTEpPE TIOA MpaBaMH IIOJIb30BATENs, a He
aJIMUHUCTpATOpa. OTO HE TMO3BOJIUT OOJBIIMHCTBY BPEAOHOCHBIX IPOrpamm
MHCTauMpoBartbes Ha TBoeM [1K.

4. Vcnonb3yil aHTUBUPYCHBIE POrPaMMHbIE MPOJYKThl U3BECTHBIX MPOU3BOAUTENEH,
C aBTOMAaTU4YEeCKUM OOHOBJICHHEM 0a3

5. OrpaHnyb GU3NYECKUHN AOCTYI K KOMIIBIOTEPY JJIl TOCTOPOHHUX JIUI]

6. He oTkpbIBaii KOMIBIOTEPHBIE (AIIBI, IOTYICHHBIC U3 HEHAJICKHBIX HCTOYHHKOB.
Jaxe ecnu (aiin mpuciaiz TBOM 3HAKOMBIH, TO3BOHU €MY U YTOYHH, JEHCTBUTEIHHO
JI1 OH OTIPABJISUT TeOe TOUTY.

Cemu Wi-Fi
CoBeTbl 10 Ge30macHoii padoTe B 061men0cTynmHbIX ceTsax Wi-Fi:

1. He nepenasaii cBoro n1uuHy0 HHQOpMaluio depe3 oOuienoctynHeie Wi-Fi ceTu.
PaboTast B HUX, ’KelaTelbHO HE BBOJUTH MAapOJIM JOCTYIA, JOTMHBI.

2. MHcrnonb3yih U OOHOBISIH aHTHBHPYCHBIE MPOTpaMMbl B OpaHaMmayep. TeM cambiM
ThI 00€30IacHIllb ce0s1 OT 3aKaYKH BUPYCa Ha TBOE YCTPOMCTBO

3. Ilpu ucnons3oBanun Wi-Fi otkimoun ¢ynknuo «OOmmii goctyn kx daitnam u
npuHTepam». JlaHHas QYHKIUS 3aKpbiTa 10 YMOJIYAaHWIO, OJHAKO HEKOTOPHIE
MOJIb30BATENH AaKTUBUPYIOT €€ /1715 y100CTBa HCII0JIb30BaHus B paboTe miu yyeoe

4. He ucnons3yit myonuunsiii Wi-Fi qna nepenaun NUYHBIX JTAHHBIX, HApUMeEp s
BBIX0/Ia B COL[MAIBHBIE CETH MUJIU B AJIEKTPOHHYIO MTOYTY

5. MHcnonb3yii Tonpko 3amuiieHHoe coenunenue uepes HTTPS, a ue HTTP, T.e. mpu
Habope BeO-ampeca BBoaM UMeHHO «https://»



6. B wmoOuwnbHOM Tenedone orkiaoun  QyHkmmioo «[loxkmrouenne k- Wi-Fi
aBToMaTuyecku». He gomyckail aBTOMaTHYECKOrO MOAKIIOUEHHS YCTPOMCTBA K
cersim Wi-Fi 6e3 TBoero cornacusi.

Couuaﬂbnbte cemu

Counaanme CCTU aKTUBHO BXOJAT B Hallly >XKU3Hb, MHOTHEC JIIOOH pa60Ta}0T H XHUBYT

TaM IMOCTOSIHHO, a B Facebookyxe 3apeructpupoBaH MWILIMAp] YEIOBEK, YTO SIBISETCS OTHOMN
cellbMOM BceX JKHTesIeH IIaHeTbl. MHOrue Mojib30BaTeld HE MOHMMAIOT, 4TO HMHGpOpMalus,
pa3MeIleHHas UMU B COLIMAJIBHBIX CETSAX, MOXKET ObITh HaliJleHa U MCIIOJIb30BaHA KEM YIOJHO, B
TOM 4MCJI€ HE 00s13aTeNbHO ¢ OJ1aruMU HaMEepEeHHSIMH.

OcHoBHBIE COBETHI 0 0€30MACHOCTH B COIMAJIBHBIX CETAX:

1. Orpannyp cnucok apyszeid. Y TeOs B APY3bSX HE JOIDKHO OBITH CIydallHBIX U
HE3HAKOMBIX JIIOACH

2. 3amuimail cBOIO 4acTHYIO *kH3Hb. He yka3biBail maponu, TenedoHsl, aapeca, naTy
TBOETO POXJICHUS W JAPYryl JIMYHY0 HHpOpMamwio. 3JI0YMBINUICHHUKH MOTYT
UCIONIb30BaTh Jake MHPOPMAIMI0 O TOM, KaK Thl U TBOM POJUTENHU IUIAHUPYETE
MIPOBECTH KAHUKYJIBI

3. 3ammiail cBO pemyTanuio — JepkH e€ B UUCTOTE U 3aJaBail ceOe BOIpoc: XOoTel
Obl TbI, 4TOOBI JIpyrue MOJIb30BATENM BHUJAEIH, YTO Thl 3arpyxkaemsb? Ilomymaii,
IPEeX/Ie YeM UTO-TO ONyOJIMKOBATh, HAIIUCATD U 3arPy3UTh.

4. Ecnu Tl rOBOpHIIB C JIOIBMHU, KOTOPBIX HE 3HAECIIb, HE MCIIOJIb3YH CBOE peaibHOe
UM U JPYTYIO JHYHYI0 HH(POPMAIIHIO: MECTO JKUTEILCTBA, MECTO Y4eOBI U Impoyee

5. MUzberait pasmemenus Qororpaduit B HHTEepHETE, T/A€ ThI H300paKEH Ha
MECTHOCTH, 110 KOTOPOW MOKHO OIIPEJICITUTh TBOE MECTOTIOJIOKEHUE

6. Ilpum perucTpanym B COLUMAIBHOW CETH HEOOXOAWMO WCIIONIB30BaTh CIIOKHBIC
HapoJiy, cocTosimue U3 OyKB U UGP U C KOJIUYECTBO 3HAKOB HE MeHee §

7. ns couuanbHOW CeTH, MOYTHl W JPYIMX CAaWTOB HEOOXOAMMO MCIOIb30BATh
pasHble maponu. Torga, €ciiv 3J0YMBIIUIEHHUKH B3JIOMAalOT TBOM aKKayHT, TO OHHU
IIOJIy4aT JOCTYI TOJIBKO K OTHOMY MECTY, a HE BO BCE BpPasy.

Dnexkmponnvie Oenbveu
OcHoBHBIE cOBeTHI 10 0e30nacHoii padoTe ¢ 3JIeKTPOHHBIMH /ICHbI'AMM:

1. TlpuBsku K cueTy MOOWIBHBIH TenedoH. DTO camblii yIOOHBIH M OBICTPBIN
croco® BOCCTaHOBUTH JOCTyn K cueTy. [IpuBsi3aHHBIM TenepoH NOMOXKET, eciu
3a0y/elb CBOM IJIATeKHBIN MapoJIb UIIH 3aiiIellb Ha CaliT ¢ HE3HAKOMOT'O YCTPOHCTBA

2. HWcmonp3yii omgHOpa3zoBble Taposd. [locine mepexoga Ha  YCHICHHYIO
aBTOpM3alUI0 Tebe yxke He OyIeT YrpokaTb OMAcHOCTh KpakH WJIHM TepexBaTa
IJIaTEKHOTO Mapois

3. Bribepu cnoxsbIi maponb. HanexxHble mapos coiep)kaT He MeHee 8 3HaKOB U
BKJIIOYAIOT CTPOYHBIE U MPOMUCHBIE OYKBBI, IIM(PPBI 1 HECKOJIBKO CUMBOJIOB, TAKHE KaK
3HaK J0Ju1apa, pyHTa, BOCKIUIATEabHBIN 3HaK u T.11. Hampbmep, $tRONg!;;

4. He BBOAU CBOU JIMYHBIC JAHHBIC HA caﬁTax, KOTOPBIM HE NOBCPSCHIL.
3J'lel('mp0HHll}l nouma

OcHOBHbBIE COBETHI 110 0€30MacHOIi padoTe ¢ JIeKTPOHHOI MOYTOIi:



Hano BeIOpaTh mpaBUIIBHBINA MOYTOBBINA cepBHC. B MHTEpHETE ecTh OrpOMHBIN BBIOOD

OecCIUIaTHBIX ITOYTOBBIX CEPBUCOB, OJJHAKO, JIYUIIC OOBEPATH TEM, KOT'O 3HACHIb U KTO HepBBIfI B

Hcnons3yit AByXATANHYIO0 aBTOPU3AIMIO. DTO KOTJa MOMUMO Hapojisi HY)KHO BBOAHUTH

KOJI MpUChIJIaeMblid 1o SMS

1.

pEeUTHHTE
2.

3.

4,

5.

6.

7.

BriGepu cinoxHbIi maponb. s KaXI0ro MoYTOBOTO SIIMKA JOJDKEH OBITh CBOM
HaJIC’)KHbINA, YCTOMYMBBIN K B3JIOMY 1apOJib.

[Ipu peructpanuu MOYTOBOIrO SIIMKA, Jy4IlI€ CAMOMY HAmHUCaTh «CEKPETHBIN
BOIIPOC», KOTOPBIM 337aCT BaM CUCTEMA B ClIy4ae BOCCTAaHOBJIEHUs maposis. Takum
00pa3oM 3JI0yMBIIIUIEHHUKAM OyJEeT CI0KHEE MOJTYYHUTh JOCTYI K TBOCH MouTe.

Hcnonps3yil HECKOIBKO NMOYTOBBIX AMMKOB. [lepBbIi i1 4aCTHON MEpPENUCKU C
aJpecaTaMM, KOTOPbIM Tbl JIOBEpSIElIb. JTO JJIEKTPOHHBIM aapec HE HaJo
UCIOJIb30BATh IPU PETUCTPALlUU Ha popyMax U caiTax.

He otkpriBaii (haiinsl u qpyrue BIOKEHUS B MUCbMax JIaXKe €CIIM OHU MPULLTH OT
TBOUX Jpy3ei. Jlydlie yTouHu y HUX, OTIPABIISUIM JIH OHU TeOe 3TU (haiibl.

[Tocne okoH4yaHust paOOTHI Ha MOYTOBOM CEpPBUCE MEPE] 3aKPHITUEM BKIIAJIKU C
caiiToM He 3a0yap HaXKaTh Ha «BbBIIATHY, YTOOBI HUKTO TMOCIE TeOs HE CMOT MONacTh
B TBOM SIIUK.

Kubepoynnune unu eupmyanvHnoe uzoeeamebcmeo

KubepOymmuHr — mpecieoBaHne COOOLICHUAMH, COJEPKAIUMH OCKOPOJICHUS,

arpeCcCuro, 3allyruBaHUC; XYJIIMI'aHCTBO, COLHUAJIBHOC 60ﬁKOTHpOBaHH€ C IIOMOIIBRO
PAa3JIMYHBIX UHTCPHCT-CCPBHUCOB.

1.

N

o1

OcHoBHBbIE cOBeTHI 110 00pbOe ¢ KNOepOyIJIMHIOM:

He 6pocaiics B 60ii. Jlyummii coco6: mocoBeToBaThCa Kak ce0si BECTU W, €CIIU
HET TOr0, K KOMY MOXHO 0OpaTUThCs, TO BHavajle YCIOKOUThcA. Eciu Thl HauHeNb
OTBEYaTh OCKOPOJCHUSIMU Ha OCKOPOJEHMS, TO TOJIBKO eIle OOJIbIlle pa30kikKellb
KOH(JIMKT.

VYmpasinsii cBoei kubeppenyrainuen.

AHOHUMHOCTH B ceTd MHHMasl. CylecTBYIOT CIIOCOOBI BBIICHUTh, KTO CTOUT 3a
AQHOHHMMHBIM aKKayHTOM.

He crout BecTu Xynuranckuii o0pa3 BUpTyaibHOM *u3HU. IHTEpHET QUKCUpYET
BCE TBOM JICHCTBUS U COXpaHseT UX. Y JAINTh UX OyJeT KpailHe 3aTpyAHUTENBHO.

Coburonait cBOI BUPTYaJIbHYIO YECTh CMOJIOAY.

Urnopupyit enuHuuHblii HeratuB. OJHOpa30Bble OCKOPOUTENBbHBIE COOOIIEHUS
Jy4ie urHopupoBaTh. OOBIUHO arpeccusi MPEeKpalaeTcsi Ha HAYaJIbHOM CTauu.

Ecnmu 1Bl cranm cBuzmereneM kubOep-OyiummHra. TBou JeMcTBHA: COOOLIUTH
B3pOCIIBIM O (haKTe arpecCUBHOIO MOBEIEHUS B CETH; MOAJEPKATh KEPTBY, KOTOPO
HY’KHA TICUXOJIOTHYECKAsl TIOMOIIb,

ban arpeccopa. B mporpammax oOMeHa MTrHOBEHHBIMH COOOIIECHUSMH, B
COLMAIBHBIX CETSX €CTh BO3MOXKHOCTh OJIOKUPOBKM OTIPABKH COOOLICHUN C
OTIpEe/IeNIEHHBIX a/IpECOB.

Moounvnutit menegon

CoBpeMeHHble CcMapT(hOHBI W TUIAHIIETHI COAEP)KAaT B ceOe BIOJTHE B3POCIBINA
GyHKIIMOHA, U Temepb OHM MOTYT KOHKYPHPOBaTh CO CTallMOHAPHBIMU KOMIIBIOTEpaMHU.
OnmHako, CpeaCTB 3alUThI TSI TOAOOHBIX YCTPOMCTB MOKa OYeHbh Majlo. TeCTUpOBaHKE U TIOUCK
yS3BUMOCTEM B HUX MPOMCXOAUT HE Tak MHTEeHCUBHO, Kak misa IIK, To xe camoe kacaercs u
MOOWIIBHBIX MPUITOKCHHM.



CoBpeMeHHbIE MOOWIIbHBIE Opay3ephl YKe MPAaKTUYSCKU JOTHAIU HACTOJBHBIE aHAIOTH,
OJIHAKO pacHMpeHne (yHKIMOHAJIA BJIEUYET 3a CO0O0M OOJIBIIYIO CIIOKHOCTH M MEHBIIYIO
3aLUIIEHHOCTb.

1. Hudero He sBISETCS NO-HACTOSIIEMY O€CIUIATHBIM. ByIb OCTOpOXKEH, Belb
Korma tede mpeasiararoT OCSCIUIaTHBIM KOHTCHT, B HEM MOTYT OBITh CKPBITHI KaKHe-TO
IUTaTHBIC YCITYTH.

2. Nymaii, npexnae yeM otnpaBuTbh SMS, ¢oto miu Buzneo. Tol TOUHO 3HACIIb, IIe
OHHU OyZIyT B KOHEUHOM UTOTE?

3. HeobxomuMo  OOHOBISATH  OINEPAMOHHYKD  CHCTEMY TBOEro  cMapTdoHA.
CylIecTBYIOT BEpPCHH AHTUBUPYCHBIX TIPOTPaMM Ui MOOMIIBHBIX Tele(OHOB.
Hcnonb3yit X A7 coXpaHeHus: 6€301acHOCTH TenedoHa.

4. He 3arpyxail NpWIOXKEHHsS OT HEU3BECTHOI'O HCTOYHHMKA, BEIb OHU MOTYT
coJiepKaTh BPEJOHOCHOE MPOrpaMMHOE 0OecIieueHue.

5. Tlocne Toro kak Thl BBIHICIIB C CaliTa, IJ¢ BBOJMII JHUHYIO HH(OPMAIIHIO, 3ai11 B
HacTpoliku Opay3epa u ynaiu Cookies.

6. JlaBaii cBOif HOMEp MOOMIIBHOTO Teie(oHa TOIBKO JFOISIM, KOTOPBIX Thl 3HACIIH U
KOMY JIOBEpsICIIh

7. Bluetooth momxeH ObITH BBIKIIIOUEH, KOT/Ia ThI UM HE MOJb3yemibes. He 3a0biBait
WHOT/Ia MIPOBEPATH ITO.

Online uzpui

CoBpeMeHHbIE OHJIAWH-UIPBl — O3TO KPAacCOYHbIC, 3aXBaTHIBAIOIIUE pPa3BIICUCHHS,
00BEIMHSIONINE COTHHU THICSY YEJIOBEK MO BceMy MuUpy. MIpoKu MCCIenyroT NaHHBIH UM MUD,
O0IAIOTCS IPYT C IPYrOM, BBIMOJIHSIOT 33/IaHHsSI, CPAXKAIOTCS C MOHCTPAMH H TIOJIYYarOT OMBIT.
3a yJIOBOJIBCTBHE OHM IIIATAT: MOKYHAIOT JHUCK, OIUIAYMBAIOT aOOHEMEHT WIIM NMPHOOPETaroT
Kakue-To onmuu. Bee 3T cpeacTBa uayT Ha Moajep)KaHUE U pa3BUTHE UTPHI, @ TAKXKE HA caMmy
0€30MIaCHOCTh:  COBEPUICHCTBYIOTCS ~ CHCTEMBI ~ aBTOPH3AIlMH,  BBITYCKAIOTCS  HOBBIE
naTyu (Yugposwle 3an1amKu 01 nPpocpamm), 3aKpbIBAtOTCS YSI3BUMOCTH CEPBEPOB.

B momoOHBIX Hrpax CTOMT OnacaTtbCs HE CTOJIBKO CBOMX COINEPHUKOB, CKOJIBKO KpPaKd
TBOETO MapoJisi, HA KOTOPOM OCHOBaHa CUCTEMa aBTOPHU3alMK OOJIBIIMHCTBA UTD.

BoT ocHOBHBIE COBETHI IO 0€30IIACHOCTH TBOEI0 aKKayHTa:

1. Ecmu npyroit urpok BemeT ceOs IUIOXO MM CO3/1aeT TeOe HEMpUATHOCTH,
3a0JIOKUPYH €ro B CIUCKE UTPOKOB.

[Toxanmyiics agMUHHUCTpAaTOpaM WIPbBl Ha IUIOXOE IIOBEICHHE JTOTO HIPOKA,
JKEJIaTeNbHO MIPUIIOKUTH KaKHE-TO 10Ka3aTeIbCTBA B BUJI€ CKPUHOB.

He ykaspiBail nuunyto nHdopmanuio B npodaiise urpsl.

VYBakail Ipyrux y4aCTHUKOB I10 UTPE.

He ycranaBnuBaii Heo(umaabHble TaTYH U MOJIBI.

Ncnonb3yil CIOKHBIE U pa3HbIE MAPOJIU.

Jlaxxe BO BpeMsl UIpbl HE CTOMUT OTKJIIOUYaTh aHTUBUpPYC. Iloka Tl urpaems, TBOU
KOMIIBIOTEP MOTYT 3apa3uTh.

N

No o bkow

Quuunz unu Kpaoica JinuHblX OaHHBIX

OObIuHOW Kpaxkel JeHer W JIOKYMEHTOB CEroJHs Y€ HHUKOro He yauBHfib, HO C
pasBUTHEM I/IHTepHeT-TeXHOHOFI/Iﬁ 3JIOYMBIIIJICHHUKN TICPEMECTUIINCE B  HWHTCPHET, n
IPOIOJDKAIOT 3aHUMATBCS <CIOOMMBIM» JeloM. Tak MOosIBHJIach HOBas yrposa: HHTEpHET-
MOIICHHHUYECTBA HIIN (1)I/IHII/IH1", TJIaBHas1 oeiab KOTOpPOro COCTOHUT B IOJIY4YCHUN
KOH(HIEHIIMATIBHBIX JAHHBIX IOJIb30BaTeNleil — JIOrMHOB M naposieid. Ha anrnmiickom s3bike
phishing untaercsa kak pummnr (ot fishing — pei6Hast n0BIIA, password — mapoib).



OcHoBHbBIE coBeThI 10 0opble ¢ GUIINHIOM

1. Cnemm 3a cBoMM akkayHTOM. Eciu ThlI MOj03peBaelib, YTO TBOS aHKETa ObLIa
B3JIOMaHa, TO HEOOXOAMMO 3a0JIOKUpOBATh €€ M COOONIMTH aIMHHHCTPATOpaM
pecypca 06 3TOM Kak MOXKHO CKOpee.

2. Hcrmone3yit Oe3omacHble BeO-CAalThl, B TOM YHUCIIC, HHTEPHET-Mara3MHOB H
MTOMCKOBBIX CHCTEM.

3. Hcmonb3yii crnoxHbIe U pa3Hbie napoyn. Takum o0pa3zom, eciiv TeOst B3JIIOMAIOT, TO
3JIOYMBIIIJICHHUKHU TIOTy4YaT IOCTYI TOJIBKO K OJTHOMY TBOEMY MPOQUIIIO B CETH, a HE
KO BCEM.

4. Ecnm 1ebs B3MOMaM, TO HEOOXOJUMO MPEAYNPEIUTh BCEX CBOUX 3HAKOMBIX,

KOTOpBIE JT00aBICHBI y T€Osl B IPY3bsIX, O TOM, 4TO TeOsl B3JIOMAII U, BO3MOXKHO, OT

TBOETO UMEHH OyJIET pacChUIATHCS CIIaM U CCHUIKU Ha (PUIIIMHTOBBIC CAUTEHI.

YcranoBu HanexHbIM maposb (PIN) Ha MOOMITBHBIN TenedOH.
OTKII09M cOXpaHEHHe Mmapos B Opaysepe.

7. He nepexoau MO CChUIKaM B COOOIIEHHSX 3JICKTPOHHOW MOYTHI U COOOIICHUSAX U3
COLMAIIBHOM CETH.

8. He pasmemniaii nuuHyr0 mHbOpMalHi B WHTepHETe. [lake MaleHbKHE KYCOUYKU
JUYHBIX JAHHBIX MOTYT OBITh HCITOJIb30BAHBI B TIPECTYITHBIX IEISIX.

oo

Hugposaa penymayusn

[udposas pemyramus - 3TO HEraTUBHAs WIM MO3UTHUBHAS WH(poOpManus B ceTu o Tebe.
Kommpomerupyromas uHpopManus pa3MeIleHHAs B WHTEPHETE MOXET CEephe3HBIM 00pazoM
OTpPa3UThCS Ha TBOECH peabHOM KU3HU.

MHorue noJpocTKH JIETKOMBICIEHHO OTHOCSTCS K MyONMKalMy JUYHOH MH(pOpManuu B
WHTepHeTe, HE TOHMMAs BO3MOKHBIX MOCIEACTBUU. ThI ake HE CMOXKEIIb J0rajarbCs O TOM,
4To oTorpadusi, pazMelIeHHas 5 IeT Ha3aJ, cTajla MPUINHONW 0TKa3a MPHUHATH TeOs Ha padoTy.

KommenTapuu, pasmemieHue TBoMX ¢ororpaduil u Japyrue JeicTBHS MOTYT He
HCYC3HYTh AK€ IIOCJIC TOro, KakK Tbl HUX YyJaJIWlIb. Ter He 3HaClb, KTO COXpaHWI IOTYy
UH(OpPMaLIKIO, MoMNaia JU OHA B MOMCKOBBIE CHUCTEMbl U COXPAaHWJIACh JIU OHA, a TJIABHOE: YTO
NOyMaloT 0 TeOe OKpYyXarollee JII0JU, KOTOpble HaWAyT U yBUAAT 3To. Halitu nndopmanmio
MHOI'O JIET CHYCTS CMOXeET JH00H — Kak U3 J00phIX MOOYXKIEHHH, Tak U C HaMepeHHeM
OPUYUHUTH Bped. ITO MOXKET OBbITh KTO YT'OJTHO.

OcHoBHBIE COBETHI 0 3a1MTe HHU(PPOBOH penmyTanuu:

1. Tlomymaii, mpexxae 4eM 4TO-TO MyOIMKOBAaTh U MepenaBaTh y ceds B Omore wiu B
COIIMAJILHON CETH.

2. B HacTpoiikax mpoQuiisi YCTaHOBH OTPaHWYCHHUS HAa MPOCMOTP TBOETO mpoduis u
€ro COJIEPKUMOT0, CAENIAN €ro TOJIBKO IS APY3EH».

3. He pasmemaii u He ykaszpiBall WHGOpPMAIUIO, KOTOpas MOXKET KOro-inbo
OCKOpOJIATH WM OOMKATh.

Aemopckoe npago

COBpCMCHHBIe IIKOJBbHHUKH - AKTHUBHBIC I10JIB30BAaTCIIN I_II/I(I)pOBOl"O
IMPOCTPaHCTBA.. O)IHaKO JaJICKO HE BCC€ 3HAKOT, YTO IIOJIBb30BAHHMC MHOT'MMH BO3MOXHOCTIMU
I_II/I(I)pOBOFO MHpa TpC6y€T CO6J'IIOJICHI/I}I IIpaB Ha UHTCIICKTYAJIbHYIO COOCTBEHHOCTb.

TepMuH «uHTENIEKTyadbHasi COOCTBEHHOCTBY» OTHOCHUTCS K pPa3jIMYHbIM TBOPEHUSIM
YeJIOBEYECKOr0 yMa, HauMHas C HOBBIX M300pETeHHI U 3HAKOB, 0003HAYAIOUINX COOCTBEHHOCTh
Ha TPOAYKTHl W YCIOyrd, M 3aKaHuMBasg KHHUramu, QotorpadusimMu, KUHOUIBMaMH U
MY3bIKaJIbHBIMH [TPOU3BEACHUSMHU.



ABTOpCKHE TIpaBa — 3TO IMPaBa Ha MHTEIUIEKTYalIbHYIO COOCTBEHHOCTh Ha MPOHM3BEICHHUS
HAYKH, JINTEPATypbl U UCKYCCTBA. ABTOPCKHUE IIpaBa BBICTYIAIOT B KAYECTBE IAPAHTUU TOTO, YTO
MHTEIUICKTYaJIbHBIN/TBOPUECKUI TpyJ aBTOpa HE OyJIeT HampacHBIM, JAacT €My CIpaBeIMBbIC
BO3MOXKHOCTH 3apab0TaTh Ha pe3ysbTaTaXx CBOEro TpyJa, MOJYyYUTb M3BECTHOCTb U IPU3HAHUE.
HuxTo 0Oe3 pasperieHust aBTOpa He MOXKET BOCIIPOU3BOJIUTH €ro MPOU3BEICHUE, PACTIPOCTPAHSTH,
nyOJMYHO JIEMOHCTPUPOBaTh, IPOAABATh, HMIIOPTHPOBaTh, ITyCKaTb B IPOKAaT, ITyOJIMYHO
UCIIOJIHATD, T0Ka3bIBaTh/UCIIONIHATH B 3upe min pazmMeinats B HTepHere.

Hcnonp3oBaHue «IMpaTcKOro» MporpaMMHOIO 00EeCHeUeHHUs MOXKET MPUBECTH K MHOI'MM
pUCKaM: OT IOTEpU JaHHBIX K TBOMM aKKayHTaM J0 OJIOKUPOBKHM TBOErO YCTPOWCTBA, IJie
YCTaHOBJICHHBIM He JleranbHas mnporpamMa. He cTouT Takke 3a0bIBaTh, YTO CYILECTBYET
JerajgbHble U OecIIaTHbIE TPOrPAMMBbl, KOTOPbIE MOXHO HAITH B CETH.

O nopmane

CereBnuok.pp — TBOW TJIAaBHBIH COBETYMK B CETH. 3/1€Ch Thl MOJXKEIIb Y3HaTh O
0€30MaCHOCTH B CETU MOHSTHBIM M JIOCTYIHBIM SI3bIKOM, a MPU BO3HUKHOBEHHUU KPUTHUECKOU
CUTyalldd OOpaTUTHCSA 3a COBETOM. A TaKkKe MPHUHATh y4acTHE B KOHKYpCax M CTaTh CaMbIM
U(GPOBBIM TPAKIAHUHOM!



