METOOUWYECKMUE PEKOMEHOALUU
O PASMELWLEHUN HA UHOPOPMALIMOHHbLIX CTEHOAX, OPULINATIbHbLIX
WHTEPHET-CANTAX U APYITUX UH®OPMALIMOHHBLIX PECYPCAX
OBGLLUEOBPA30BATEJIbHbIX OPITAHU3ALUA N OPITAHOB,
OCYLWECTBNAOLWUX
YMNPABJIEHUE B C®EPE O6PA30BAHUA, UHO®OPMALUUN O BE3OINMACHOM
NOBEAEHUU U UCNOJIb3OBAHUU CETU "MHTEPHET"
okcneptamu 1 yneHamu BpemeHHon komuccun Coseta Pepepaumm rno pasBUTUIO
NHpopmaLmoHHoro obLiecTsa B pamMmKax BbINOSTHEHUS pekoMeHAauunm napnamMmeHTCKMX
cnywaHuin "AkTyarnbHble BONpockl obecnevyeHns 6e3onacHOCTM U pa3BUTUS OeTEN B
MHOPMAaLMOHHOM rMpocTpaHcTBe", koTopble npownn B CoBete ®Pegepauun 17
anpensa 2017 r., 6binn pa3paboTaHbl METOANYECKME PEKOMEHOAUUN O pa3MELLEHUM
Ha WHMOPMAUMOHHBIX CTeHAaX, oduunanbHblX WHTEpPHeT-cauTax W  apyrux
MH(POPMaLMOHHBLIX pecypcax obleobpasoBaTesibHbIX OpraHu3auuMi W OpraHos,
OCyLLeCTBNAKLWMX ynpaBneHme B cdepe obpasoBaHusi, nHdopmaumm o 6e3onacHom
nosBegeHMn W ucnonb3oBaHMM cetu  "UHTepHeT" (ganee - MeToguyeckue
pekomMmeHgaumn).
MeToan4yeckne pekomMeHAauMW HarnpasfeHbl Ha KayeCTBEHHOE MOBbILeHWE YPOBHSA
NHPOPMAaLMOHHON AeATeNlbHOCTU 0bLeobpa3oBaTesibHbIX OpraHu3auum U OpraHos,
OCYLLECTBNAKLWMX ynpaBreHne B cdepe obpasoBaHus, B YacTu MH(POPMUPOBaHUS
yyawmxcs, Wx poguTenen (3aKOoHHbIX npeactaBuTenen) W - negarormdeckux
paboTHMKOB 06 OCHOBHbIX acnekTax MHopmMaunoHHon 6e3onacHoCTu.
MeToanyeckne pekomeHgaumm nossonaT obuweobpasoBaTesibHbIM OpraHu3aunam u
opraHam, OCYLLEeCTBISIOWMM ynpaBrneHne B cdepe obpasoBaHus, akTyannsnpoBaTtb
yXXe Wucronb3yemble W pasMelleHHble WHPOPMALMOHHbIE MaTepuanbl, Tak U
NOAroTOBUTL MX B Clydae UX OTCYTCTBUA C YHETOM NYYLUMX NPaKTUK U peEKOMEHLaLNN.
B pamkax MeToAMYECKMX  pekoMeHZauun  paccmaTpuBaloTCs  crieayrowime
NHCTPYMEHTBI:
1. MH(pOpMaUMOHHbIE CTEHADI;
2. obvumnanbHble MHTEPHET-PECYPChI;
3. cpefcTBa MaccoBOW MHopMaLMK (LLIKOMbHbIE ra3eThbl, Negarorndeckne U3gaHuns um
Apyrve).
UHdopMmaLmnoHHbIe cTeHAbI
Ha wuvHdOpMaumoHHbIX cTeHaax B obuweobpasoBaTesibHbIX — OpraHu3aumsx,
pacrnonoXeHHbIX B oone ydpexaeHui n B kKabnHeTax, OCHaLLEHHbIX NepPCOHarbHbIMN
ycTpouctBamMn Ong Bbixoga B ceTb "MHTepHeT", pekomeHOyeTcsa pas3mMecTuTb
NHPOPMAUMOHHbBIE MaMATKW, coAeplKallMe OCHOBHble coBeTbl MO obecneyeHuto
NHOPMaLMOHHON 6GE30MacHOCTU YYaLLUXCS.
B npunoxeHun N 1 K meToanveckuMm pekoMeHgauusiMm npeactaBneH obpaseu
NaMATKM ANS pasmeLweHnsa Ha UHPOPMAaLMOHHbIX CTeHAaX.
CpeactBa maccoBow nHcpopmauum
B cpenctBax wmaccoBon MHoOpmauMu, OPUEHTUMPOBAHHbLIX Ha obyvaromxcs,
pekomeHayeTca B TedyeHue  ydebHoOro roga  perynsapHo  nybnukoBaTb
NHOPMaLMNOHHbIE mMartepuarnsl, NocBsLEHHbIE OTAESIbHbIM acnekrtam
NHpopmaLMoHHOM B6e30MacHOCTU, a Takke pasnnyHblie NaMsaTKU obLLero xapakrepa.
B cpengcteBax maccoBov MHGOpMAaUUKW, OPUEHTUPOBAHHLIX Ha nNefarorm4yeckyro
OOLLECTBEHHOCTb, PEKOMEHAYEeTCA B TeyeHue KaneHaapHoro roga perynsipHo
nybnukoBaTb MHMOPMALMOHHbLIE MaTepuanbl, NOCBALLEHHbIE OTAESNbHbIM acnekTam



NHOPMaLMOHHOW B6esonacHocTH Kak HEeCOBEPLLEHHOSETHUX, Tak n
obweobpasoBaTenbHbIX OpraHM3auuMi, a Takke pasnuyHble namatki, 0030pbl
HOPMaTMBHO-NPAaBOBOrO0  PerynupoBaHMa OaHHOM cdepbl M MHpOpMaumi o

aKTyanbHbIX MEPONPUATUAX U COBLITUSX B AaHHOW cdepe.

B xoge nposegeHus EpguHoro ypoka no 6esonacHoctm B cetn "MIHTepHeT"
pekomeHnayeTcs obecneynTb BbINYCK TEMaTUYECKOro BbifMycka CpeacTBa MacCOBOW
nHpopmauum  nmbo  cepum  nybnvkaumn, cpeau  KOTOpPbIX  PacCMOTPETb
OpraHn3oBaHHble MeponpuaTUs Ana  obydvarolwmxcs, ux poauTenen (3aKoHHbIX
npeAacTaBuTenemn) n negarornyeckon obLecTBEHHOCTH.

OdmumanbHblie UHTepHeT-pecypcebl

O6LweobpasoBaTefibHbIM OpraHM3aunsaM pPEKOMEHAYETCS Ha CBOMX OduumanbHbIX

NHTepHeT-pecypcax obecneuntb  YHKLMOHMPOBAHME  CaMOCTOSTENbHOIO
cneunanunsnpoBaHHOro pasgena "MHdopmaumoHHas ©e3onacHoCTb", B pamkax
KOTOPOro NpeyCMoTpPeTb pa3MeLleHne crnegyrowen nHpopmaumu:
d®opmat
npeacraBJcHUs
N| Pa3zmen/moapasuen MaTepUAIOB Coaepxanue MaTepHAJIOB
PasmeLllarotca Konun JOKYMEHTOB,
T.€. CKAHMPOBAHHbIN BapuaHT
NOKyMeHTa, COOTBETCTBYHOLLNM
TpeboBaHMAM K NapameTpam
CkaHnpoBaHUs. PasmelyaroTcs
JTokanbHble NOKYMEHTbI, pernameHTupyome
HOPMaTUBHbIE aKTbl B opraHusaumio n paboTy ¢
cdepe obecneveHus nepcoHanbHbIMU AaHHbLIMW, NS1aHbl
MHdOPMaLMOHHON Konuu MeponpuaTUn no obecneyvyeHuto
GesonacHoCTH IOKYMEHTOB B [MH(bOpMaLUnOHHON 6e3onacHOCTH
1.[o6yyvatowmxcsa dopmaTte *PDF |[oby4varowmxcs n gpyrue.
My6nukyoTCa akTyanbHble
cBefeHus 0 beeparnbHbIX U
pernoHanbHbIX 3aKoHax, NMCbMax
opraHoB BNacTu n gpyrue
HOPMaTUBHO-NPaBOBbIE JOKYMEHTHI,
pernaMmeHTupyoLmne obecneyeHme
NHOpMaLMOHHON Be3onacHOCTH
HecoBepLUEHHONETHUX.
[lonyckaeTca BMECTO KOMUK
pasmMeLlaTb MMnepccebIikK Ha
Konuu COOTBETCTBYIOLIME AOKYMEHTLI Ha
HopmaTusHOEe TOKYMEHTOB B  [canTax opraHoB rocygapCTBEHHOM
2 JperynupoBaHue dopmaTte *PDF |BnacTu.
PasmellatoTca metognyeckme
pekoMeHJaunn 1 ykasblBaeTcs
TekcT Ha NHopMaLMs O MEPONPUATUSX,
CTpaHULe canTajnpoeKkTax n nporpamMmmax,
Konuu HanpasSieHHbIX Ha MOBbILLEHNEe
[Meparornyecknm TOKYMEHTOB B [MH(POPMaLMOHHOM rPamMOTHOCTU
3.[paboTHUKaMm dopmate *PDF |negarornyecknx paboOTHUKOB.




PasmellaeTca nHdpopmaumoHHasa
namsaTka (npunoxenve N 2) n
yKasblBaeTcs nHopmaums o
MEpPONPUATUAX, NPOEKTaxX n
nporpaMmmax, HanpasfeHHbIX Ha
TeKkcT Ha NnoBbILLEeHNE MHOPMALIMOHHOM
4.|O6yyatowmmes CTpaHULEe canTalrpaMOTHOCTM 0By4atoLmnXCs.
Pooutenam
(3aKOHHbIM
npegcraBuTensam) TeKkcT Ha Pasmewaetcs nHgopmaLnOHHas
5.Jobyyaromxcs cTpaHuue canTtajnamsaTtka (npunoxeHune N 3).
PasmewaeTcsa nHdgopmaums o
peKOMEHOYEMbIX K MCMONb30BaHWUIO
B y4eOGHOM npouecce 6e30nacHbIX
[leTckne 6e3onacHble [TekcT Ha cantax, 6aHHepbl 6e30nacHbIX
6.[canTbl CTpaHuLe canTa|jdeTCKMX CanTos.

OpraHam, ocyLecTBNALWMM ynpaBneHue B cdpepe obpasoBaHns, pekoMeHLyeTCca Ha
cBoMx odmumanbHblX  MHTepHeT-pecypcax obecneunTtb  (PYHKUMOHUPOBaHME
CaMOCTOATENbHOrO M cheyuanusanpoBaHHoro  pasgena  "MiHdopmaumoHHas
Oe3onacHOCTL", B paMkKax KOTOpPOro npeaycMOoTpeTb pasMelleHue cregyoLlen
NHopMaLUUK:

MpunoxeHne N 1

NAMATKA
ansa osYYAKOLLKUXCA O6 UH®OPMALIMOHHOW BE3ONACHOCTU OETEU

HEJ1Ib3A
1. Bcem nogpsg coobuwaTtb CBOK 4YacTHyH MHGOpMauumo (Hactoswme ums,
amunuio, TenedoH, agpec, HOMep LWKoMbl, a Takke doTorpadmum CBOWU, CBOEN
ceMbu N opysen);
2. OTKpbiBaTb BIOXEHHbIE (palnbl 3MEKTPOHHOW MOYTbl, KOrgda He 3Haellb
oTnpasuTens;
3. pybutb, npuaupaTtbCd, OKasblBaTb [aBfieHMe - BeCTU ceba HeBeXIMBO WU
arpeccuBHO;
4. He pacnopspkancss geHbramm TBOEW cembl 6e3 paspelleHust CTaplimx - Bcerga
crnpawumBan poautenem;
5. He BcTpevanca ¢ VHTepHeT-3HaKOMbIMW B pearnibHOM XU3HW - MOCOBETYUCHA CO
B3POCIbIM, KOTOPOMY JOBEpPSELLb.
OCTOPOXHO
1. He Bce nuwyT npaeay. Yntaewb o cebe HenpaBay B IHTepHeTe - coobLm 06 aTom
CBOVM pOAUTENAM UMK ONeKyHaM;
2. [purnawarT nepenucbiBaTbCs, UrpaTb, OOMeHuBaTbCA - MNPOBEPb, HET nu
nogBoxa;
3. HesakoHHOe konupoBaHue gannos B IHTEpHETE - BOPOBCTBO;
4. Bcerga pacckasbiBan B3pOCrbiM 0 Npobnemax B CETU - OHM Bcerga nomoryT;
5. Ncnonb3yn HacTporkn 6e30MacHOCTM U NPUBATHOCTU, YTOObLI HE NOTepsTb CBOU
aKkkayHTbl B COLCETAX U ApYrnX nopTtanax.
MOXHO
1. YBaxan gpyrux nonb3oBaTeneu;
2. NMonb3syewbca VIHTEPHET-UCTOYHMKOM - Aierial CCbISIKY Ha Hero;



3. OTKpbIBan TONbLKO TE CCbISIKK, B KOTOPbIX YBEPEH;
4. ObwaTtbCca 3a MOMOLLbID B3POCIbIM - POAUTENM, OMEKyHbl WU aAMUHUCTPaUUS
canToB Bcerga rnomoryr;
5. lMpongn obyyeHne Ha cante "CeTeBMYOK" W MOMAyy4ynM nacnopTt UUPPOBOro
rpakgaHuHa!

MpunoxeHne N 2

MHO®OPMALIMOHHAA NMAMATKA
And oOsY4HAKOLWUXCA And PASMELLEHUA
HA O®PULUUNATIbHBIX MUHTEPHET-PECYPCAX

C kaxablM rogoM MOJSIOAEXN B MHTEPHETE CTaHOBUTbCS Bornblue, a LUKOSIbHUKN OOHU
M3 caMblX aKTUBHbIX nornb3oBaTenen PyHeta. Mexay Tem, NOMMMO OrpOMHOrO
KOnmM4yecTBa BO3MOXHOCTEW, UHTEPHET HeceT M npobnembl. OTa namsTka LOSKHa
nomoyb Tebe 6e30MacHO HaXOAUTLCA B CETH.
KomnboTepHble BUPYChI
KoMMblOTEPHBIN ~ BUPYC - 3TO  PasHOBMOHOCTb  KOMMbIOTEPHbLIX  Mporpamm,
OTNNYNTESIbHOM OCOBEHHOCTBIO KOTOPOW ABNAETCHA CMNOCOOHOCTb K pasMHOXeHuto. B
AOMOMHEHNe K 3TOMY, BUPYCbl MOTyT MOBPEAUTb UMM MOSIHOCTbID YHUYTOXUTb BCE
dannbl M faHHble, MNOAKOHTPOSbHbIE MOSb30BATENIO, OT UMEHW KOTOpPOro Obina
3anylleHa 3apaxeHHasi nporpaMmma, a Takke MOBpeauTb WM Aaxe YHUYTOXUTb
onepaumoHHy0 cuctemy co Bcemu pannamm B uenom. B 6onblMHCTBE cryyaes
pacnpoCcTpaHSTCHA BUPYCbl Yepes3 NHTEPHET.
MeToabl 3alWnTbl OT BPEAOHOCHbLIX NPOrpamMMm:
1. Wcnonb3yn COBpPEMEHHble OrnepaunoHHble CUCTEMbl, WMEILLUNE CEPbE3HbIN
YPOBEHb 3alUNTbl OT BPEAOHOCHbIX MPorpamm;
2. lNMocTosiHHO ycTaHaBnmMBam Nayvty (UMQPOBLIE 3annaTku, KOTOpble aBTOMaTUYECKM
yCTaHaBNuBaKwTCA C Uenblo AopaboTKkM nporpamMmbl) U apyrme OBHOBIIEHUA CBOEN
onepaumnmoHHon cuctemMbl. CkaumBam Ux TONbKO C oomLUnanbHOro canta paspaborymnka
OC. Ecnu cywecTByeT pexnum aBTOMaTn4eCckoro 06HOBMEHMS, BKIOYN €rO;
3. Pabota Ha cBoeM KOMMbIOTEPE MO4 nNpaBaMu Mosfib3oBaTens, a He
aAMUHUCTpaTopa. JOTO He MNO3BOSIUT  OOMbLUMHCTBY BPEAOHOCHBIX MporpamMmm
MHCTanMpoBaTbCs Ha TBOEM MepCOHarIbHOM KOMMbIOTEPE;
4. Vlcnonb3yn aHTMBUPYCHbIE NMporpaMMHble NPOAYKTbl M3BECTHbLIX NMpon3BoauTenen,
C aBTOMaTtmn4yecknum obHoerneHnem 6as;
5. OrpaHunyb puamyecknin JOCTYN K KOMNbOTEPY AN MOCTOPOHHUX NNLL;
6. Mlcnonb3yn BHELLUHWE HOCUTENU MHOPMaLNK, Takne Kak prieluka, guck nnm dann
N3 UHTEPHETA, TOSbKO U3 MPOBEPEHHBLIX MCTOYHUKOB;
7. He oTkpbiBan KOMMbIOTEPHbLIE dpansibl, MNOMYYEHHbIE U3 HEHAOEXHbIX NCTOYHUKOB.
[axe Te dannbl, KOTOpble Mpucran TBOW 3HAKOMbIW. Jlydylle YTOYHU Yy Hero,
oTnpasnan nun oH Tebe ux.
Cetn WI-FI
Wi-Fi - aTO He BMA nepegaydn gaHHbIX, HE TEXHOMOMMA, a Bcero nuwb 6peHa, mapka.
Ewe B 1991 rogy HugepnaHackaa komnaHus 3apernctpuposana 6peHg "WECA", uto
obos3Havano cnosoco4veTaHne "Wireless Fidelity", KoTopblM nepeBOAUTCH Kak
"BecnpoBogHas TOYHOCTL".
[o Hawero BpemeHu gowna gpyras abbpesuaTtypa, KOTOpas SABNAETCS TaKOW Xe
TexHonornen. 3to abbpesunatypa "Wi-Fi". Takoe HasBaHne Obiflo 4aHO C HAMEKOM Ha
CTaHOapT Bbiclwen 3ByKoBoM TexHukM Hi-Fi, yTo B nepeBoge o3HayaeT "BbicoKas
TOYHOCTB".



[a, 6GecnnaTHbIn WHTEPHET-4OCTYN B kKade, OTensx W asponopTrax sBMseTcs
OTI/IMYHON BO3MOXXHOCTbIO BbIXO4A B MHTEpPHET. Ho MHOorme akcnepTbl CUMTAIOT, YTO
obwenoctynHble Wi-Fi cetn He siBnsioTca 6e3onacHbIMu.

CoBeTbl No 6e3onacHocTn paboTbl B 06WwenocTynHbix cetax Wi-fi:

1. He nepegaBan cBOK NU4YHYH MHopMauuto vepes obwenoctynHbie Wi-Fi ceTw.
PaboTass B HUX, XenaTenbHO He BBOAMTb MApoONM [OCTyna, NOMMHbI U Kakue-To
HOMepa;

2. Vicnonb3yn n 06HOBNAN aHTUBUPYCHbIE NporpamMmmbl U 6paHamayep. Tem cambiM Thbl
obesonacuib cebs OT 3aKkaykm BMpyca Ha TBOe YCTPONCTBO;

3. lMpn wucnonb3oBaHun Wi-Fi oTknoun doyHkumio "O6wmin goctyn Kk dhannam u
npuHTepam”. [aHHaa QyHKUMA 3akpbliTa MO  YMOSTYaHUK, OAHAKO HeKoTopble
NoNb30BaTENM aKTUBUPYIOT ee Ans yaobcTBa ncnonb3oBaHus B paboTte nnn yyebe;

4. He ucnonb3yn nybnuunein WI-FI ana nepefayn nu4yHbiX AaHHbIX, HAanpumep Ang
BbIXO4a B coUMaribHble CETU UM B ANIEKTPOHHYIO NOYTY;

5. Ncnonb3yn Tonbko 3awmweHHoe coeanHeHne dYepes HTTPS, a He HTTP, T.e. npu
Habope Beb-agpeca BBoaM MMeHHO "https://";

6. B wmobunbHom TenedoHe oTkMouM  yHKuMo  "TlogkntoyeHne Kk Wi-Fi
aBTOMaTmudeckn". He gonyckam aBToMaTM4eCKOro NOAKMKYEHUS YCTPOMUCTBA K CETAM
Wi-Fi 6e3 TBOero cornacus.

CoumanbHble ceTu

CoumanbHble CETM aKTUBHO BXOLSAT B HaLly XW3Hb, MHOIMe nogn paboTalT U XUBYT
TaM MOCTOSHHO, a B Facebook yxe 3apeructpupoBaH mMunnuapn 4YesioBek, 4To
ABNSIeTC OAHOW CenbMOW BcCex >uTenen nnaHetobl. MHorve nomnb3oBaTenu He
NOHUMAIOT, YTO MH(pOopMaLUSs, pa3MeLLLEHHas UMN B CoLManbHbIX CETAX, MOXET ObITb
HangeHa M Mcnosfb3oBaHa KEM YrogHo, B TOM 4ucne He obsizaTtenbHo ¢ Bnarmmm
HaMepeHUAMMN.

OcCHOBHble coBeTbl N0 6e30MacHOCTU B coumnarnbHbIX CETAX:

1. OrpaHunyb cnucok apy3en. Y 1eba B AOpy3bsX He AO0MKHO ObiTb CryyYanHbIX W
He3HaKOMbIX J0OeMN;

2. 3awmuian CBOK YacTHYH XWU3Hb. He ykasbiBan naponu, TenedoHbl, agpeca, gaty
TBOEr0 POXAEHUS W AOPYryl JNUYHY MHGpopMauuio. 3nOYyMbILLNIEHHUKA  MOTYT
MCrnonb3oBaTh AaxXe WHGOpMauMo O TOM, Kak Tbl M TBOM poAUTENWN NnaHupyeTte
NPOBECTU KaHWKYbl;

3. 3awmian cBol penytaumio - AepXn ee B YACTOTe U 3agaBan cebe BONPOC: XOTEN
Obl Tbl, YTOObI Apyrne nonb3oBaTeENW BUAENW, YTO Tbl 3arpyxaewb? [logyman,
npexae 4em YTo-To onybrnmkoBaTtb, HAaNUCaTb U 3arpy3unThb;

4. Ecnu Tbl roBOpULLb C NOAbMU, KOTOPbIX HE 3Haellb, HE UCMNOMb3yn CBOE pearibHoe
NMS U OPYrY0 NUYHYK0 WHOpMauUK: MMS,, MECTO XUTENbCTBA, MECTO Yy4ebbl u
npoyee;

5. N3beran pasmelleHuss dotorpacdumn B KWHTepHeTe, raoe Tbl KU300paxeH Ha
MECTHOCTHU, NO KOTOPOM MOXHO ONpeaesiuTb TBOE MECTOMNOSIOXKEHME;

6. lMpn pernctpaunm B coumanbHOM ceTn HeobxoauMO MCNoNb30BaTb CHOXHbIE
naponu, coctosilmne n3 6ykB 1 LMGP 1 C KONTIMYECTBOM 3HAKOB HE MeHee 8;

7. Ona coumanbHOM CcCeTWU, NoYTbl U OPYruX CcamToB HeobXoaAMMO WCMNOSb30BaTb
pasHble naponu. Toraa ecnv Tebs B3NOMaloT, TO 3MTI0YMbILLSIEHHUKN NofnyyYaT JOCTynN
TONbKO K OAHOMY MecCTy, a He BO BCe cpaay.

ONEKTPOHHbIE AEHbMN



ONEKTPOHHbIE OEHbIN - 3TO OYeHb YOOOHbIM CNocob nnatexen, ogHaKo CyLWeCTBYIOT
MOLLEHHWKMN, KOTOPbIe XOTAT MNONyYUTb 3TU AEHbLIN.

ONEKTPOHHbIE AEHbIM NOSIBUNIUCE COBCEM HEABHO M MMEHHO U3-3a 3TOro BO MHOMMX
rocygapcreax 4o CUX rnop He NponucaHo Npo HUX B 3aKOHaXx.

B Poccun xe OHM (PYHKUMOHUPYIOT M O HUX YXe NPOnucaHo B 3aKOHe, rae ux
pas3fgenstoT Ha HECKOSTbKO BUAOB - aHOHUMHbIE U HE aHOHUMHbIe. PasHuua B TOM, 4TO
aHOHUMHbIE - 3TO Te, B KOTOpbIX paspellaeTcs nNpoBoAUTb onepauun 6e3
noeHTumnKauum nosib3oBaTend, a B HEaHOHUMHbIX WMAEHTUdUKaLMA nosib3oBaTens
aBnsieTcst o6s13aTenbHOMN.

Takke cnefyeT pasnuyaTtb 3NEKTPOHHbIe praTHble AeHbrM (PaBHbI FOCY4apCTBEHHbIM
BantoTaM) W ONeKTPOHHble HeduaTHble OeHbrn (He paBHbl rOCy4apCTBEHHbBIM
BantTam).

OcHoBHble coBeThbl No 6Ge3onacHon paboTe C ANEKTPOHHbIMU AEHbraMu:

1. MNpuBsXN K cHETY MOBUMBHBIM TeNnedoH. ATO camMbl YOOOHbIN N BbLICTPLIN cnocob
BOCCTAHOBUTb LOCTYyn K cyeTy. [NpmBa3aHHbIN TenedoH nomoxeT, ecnu 3abygellb
CBOW NraTeXHbIW Naporb Uin 3angellb Ha canT C He3HaKOMOro YCTPOUCTBA;

2. cnonb3yn ogHopasoBble naponu. [locne nepexofa Ha YCUITEHHYKO aBTOpU3auuto
Tebe yxxe He BygeT yrpoXxaTb ONacHOCTb KpaXkun Unu nepexesata nraTtexHoro napons;
3. Bblbepn cnoxHbil naposnb. [pecTtynHukam OyaeT He NpoCTO yragaTb CIIOXHbIN
naposib. HagexxHble naponu - aTo Naposiv, KOTopble coaepXaTt He MeHee 8 3HaKoB U
BKITOYAIOT B Ce0s1 CTPOYHbIE M MPOMUCHbIE BYKBbI, LUMMPbI 1 HECKOMBbKO CMMBOJIOB,
Takue Kak 3Hak gonnapa, dyHTa, BocknuuaTenbHbI 3Hak 1 T.n. Hanpumep, $tRONg!;;
4. He BBOAW CBOWU JIMYHbIE AAHHbIE HA CanTax, KOTOPbIM He LOBepSAELUb.
OrneKTpoHHaga no4rta

ONEeKTPOHHAadA noYTa - 3TO TEXHONOMMA 1 NpefocTaBnsieMble el YCIyrn no nepechisike
N NOMYYEHUIO 9NEKTPOHHbIX COOBLLEHMI, KOTOpPbIE pacrnpeaenstoTcs B KOMMbIOTEPHON
cetTn. OB6bIYHO ONEKTPOHHbIA MOYTOBLIA SAWMK BbIrMAAUT criegyowmm obpasom:
MMSA_nonb3oBatena@ums_aomeHa. Takke Kpome nepefadm npocToro TeKCTa,
nMeeTCcs BO3MOXHOCTb nepefasaTtb hansibl.

OcHoBHble coBeTbl N0 BesonacHon paboTe ¢ INEKTPOHHOM NMOYTON:

1. Hago BblbpaTb MNpaBusibHBLIN MOYTOBbLIN cepBUC. B MHTEpHETE €CTb OrpOMHbIN
BblOOp 6ecnnaTHbIX NOYTOBbLIX CEPBMCOB, OAHAKO Nydlle AOBEPSTb TEM, KO0 3HaeLlb
N KTO NepBbIN B PENTUHTE;

2. He ykasbiBal B NIMYHOM NOYTE NIMYHYIO MHGOpMaumo. Hanpumep, nyyiwe BbibpaTb
"My3blkanbHbIn_paHaT@" nnu "pok2013" Bmecto "tema13";

3. Wcnonb3yn pOByxaTanHyt asTopusauuioo. IOTO Korga MOMUMO MNaponsd HYXHO
BBOAMTb KoA, NpucblniaemMbln no SMS;

4. Bblbepn crnoxHbln naponb. [Ans KaXgoro noyYToBOro AlMKa AOSMKEH ObiTb CBOM
HaZeXHbIN, YCTONYUBbLIN K B31IOMY Maporsib;

5. Ecnu ecTb BO3MOXHOCTb HanucaTb CaMOMYy CBOW MIMYHLIW BOMPOC, UCMNOMb3yn 3Ty
BO3MOXHOCTb;

6. Mcnonb3yn HecKorbKO MOYTOBbIX AWMKOB. [lepBbl ONS YaCTHOW Mepenucku c
agpecatamu, KOTOpbIM Thbl AOBepsielb. 3JTO 3fIEKTPOHHbIA agpec He Hago
Mcnonb3oBaThb NpU perucTpaumm Ha popymMmax u cantax;

7. He oTkpbiBan gpannsl n gpyrue BrIOXEHUsS B NUCbMaXx, JaXe eCrlv OHU Npuwnn ot
TBOUX Apy3en. Jlyylle yTOYHU Y HUX, OTNpaBnsanuv nm oHn tebe atu dannel;

8. lMocne okoH4yaHus paboTbl HA MOYTOBOM CepBUCE Mepeq 3akpblTUEM BKNagku C
canToM He 3abyab HaxaTb Ha "Bbintun".



KnbepbynnuHr nnu BupTyanbHOe n3geBaTenbCTBO

KnbepbynnuHr - npecnegoBaHMe COOOLLUEHUAMU, COAepXKalMMu OCKopbneHus,
arpeccuvto, 3anyrmBaHue; XynuraHcTBO; couuanbHoe OG0MKOTMPOBaHME C MOMOLLbLHO
pasfinyHbIX UHTEPHET-CEPBUCOB.

OcHoBHble coBeThbl No 6opbbe ¢ knbepbynnUHrom:

1. He 6pocarica B 6o1. Jlydwmin cnocob: nocoBeToBaThbCA Kak cebsi BECTU U, €CNu HeT
TOro, K KOMY MOXHO 006paTuTbCs, TO BHavane YCrnoKouTbCcs. Ecnn Tbl HadHelb
oTBeYaTb OCKOpPONeHnaAMM Ha ockopbneHusi, To TOnbKo euwe 6onblie pasoXKeLllb
KOHQOSINKT;

2. YnpaBnsan cBoen knbeppenytaumen;

3. AHOHMMHOCTb B ceTu MHUMas. CyLecTBYHOT cnocobbl BbISICHUTb, KTO CTOUT 3a
AHOHUMHbIM aKKayHTOM;

4. He cTtouT BECTU XynuraHckuim obpas BMPTyanbHOW XU3HW. VIHTEpHET dukcupyet
BCE TBOM AENCTBUA N COXPaHSAET UX. YaanuTb Ux 6ygeT KkpanHe 3aTpyaHUTENbHO;

5. Cobniogan cBo BUPTYarnbHYK YeCTb CMOMoay;

6. WrHopupyn eauHuyHbIn HeraTuB. OpHopasoBble ockopbuTenbHble CcOObLEeHMs
nydwe urHopmposaTtb. OBbIMHO arpeccus npekpawaeTcs Ha HavyanbHOW CTaguu;

7. baH arpeccopa. B nporpammax oOMeHa MrHOBEHHbIMW COOOLLEHUSMN, B
coumnanbHbIX CeTAX eCTb BO3MOXHOCTb OJIOKMPOBKM OTMpaBkM COOOLLEHUN C
onpeaesieHHbIX afpecos;

8. Ecnu TbI cBumpetenb kubepbynnuHra. TBOM [EWUCTBUSA: BbICTYNUTb NPOTUB
npecnegosatens, nokasaTb €My, 4YTO €ero AeNcTBUA OUEeHMBAaKTCA HeraTtusHO,
nogaepXxaTtb XXepTBY, KOTOPOM HyXHa MCUXonormyeckass MnoOMOLLb, COOBLWNTL
B3pOCIbIM O baKkTe arpecCuUBHOroO NOBEAEHMUS B CETH.

Mo6unbHbIN TenedgoH

CoBpeMeHHble CcMapT(OHbl W NnaHwWeTbl cogepxaTt B cebe BNOMHe B3pPOCbIN
yHKUMOHAN, W Tenepb OHW MOTYyT KOHKYpUpoBaTb CO CTauWOHapPHbIMU
komnbtoTepamu. OgHako, CpeacTB 3awuTbl Ans NogOOHbIX YCTPOMCTB MOKa O4YEHb
mMano. TecTupoBaHWe U NMOUCK YA3BUMOCTEN B HUX MPOUCXOAUT HE TakK UHTEHCUBHO,
kak ansa MK, To xxe camoe kacaeTcst 1 MOBUMNbHbBIX MPUMOXKEHWUI.

CoBpeMeHHble MOOUNbHblE Opay3epbl YXe NPaKTUYeCcKn [OrHanM HacTOSbHble
aHanoru, ogHako paclupeHune yHKuMoHana BrneyveT 3a cobom BonbLUy CIOXHOCTb
N MEHbLUYIO 3aLMLLEHHOCTb.

[laneko He Bce NpoOU3BOANTESNM BbIMyCKaloT OOHOBMNEHUS, 3aKpblBalOLLME KPUTUYECKNE
YA3BUMOCTU ANl CBOUX YCTPOWCTB.

OcHoBHble coBeTbl Anga 6e3onacHoCcTN MOBUITbHOro TenedoHa:

Huyero He sBnsetca no-Hactodwemy 6ecnnaTHbIM. Byab OCTOpOXeH, BeAb koraa
Tebe npepnaratoT 6ecnnaTHbI KOHTEHT, B HEM MOryT ObiTb CKpbITbl Kakue-TO
nnaTHblEe YCNYru;

Ayman, npexge yem otnpasutb SMS, ¢oTO unu Bnaeo. Tbl TOYHO 3HaELb, A€ OHU
OyayT B KOHEYHOM UTOrEe?

HeobxoamMmo oGHOBNATL ONEPaLMOHHYI0 CUCTEMY TBOErO CMapTAOHa;

Mcnonb3yn aHTMBMPYCHbIE NpOorpaMmbl 45151 MOBUbHbBIX TeNedOHOB;

He 3arpyxaln npunoXxeHns oT HEU3BECTHOrO UCTOYHMKA, Beb OHW MOryT cofepXaTb
BPeAOHOCHOE nporpaMMHoe obecneyeHue;

Mocne TOro kak Tbl BbIAELWDb C canTa, rge BBOAWUM NUYHYHO MHOpMauumo, 3angn B
HacTponkn bpaysepa u yganu cookies;

Mepuogmyeckn NnpoBepsin, Kakme nnaTHble YyCnyrn akTMBMPOBaHbl HA TBOEM HOMEpPE;



[aBan cBon HOmMep MOBUIIBLHOrO TenedoHa TOSbKO MNI0ASAM, KOTOPbIX Thbl 3HaelWb U
KOMY JoBepsieLlb;

Bluetooth gorkeH ObITb BbIKMOYEH, KOrga Thl MM He nonb3yewbcs. He 3abbiBai
NHorga NpoBepATh 3TO.

Online urpsbl

CoBpeMeHHble OHIaMH-Urpbl - 3TO KpacoyHble, 3axBaTbiBalWMe pasBlieyeHuns,
ob6beauHsAWmMe COTHM ThiCAY YernoBeKk no BceMy mupy. Vrpoku nccnenyoT OaHHbIN
MM Mup, obLuaroTca Apyr ¢ ApYroM, BbIMOMHAT 3af4aHus, CpaXatoTCa C MOHCTpaMu m
nony4yarT onbIT. 3a YOOBOMbCTBME OHW NAATAT: MOKynakwT AMCK, ornnadmBatoT
aboHeMeHT nnm npruobpeTaT Kakme-To Onuum.

Bce atn cpegctBa vayT Ha nogdepxaHue W pasBUTUE Urpbl, a TakKKe Ha camy
6e30nacHOCTb: COBEPLUEHCTBYIOTCA CUCTEMbI aBTOPM3aUWW, BbINMYCKAOTCA HOBbIE
natym (Undposble 3annaTkn gng NnporpaMmm), 3aKpbiBalOTCA YA3BMMOCTU CEPBEPOB.

B nogobHbIX nrpax cTtout onacaTbCA He CTOMbKO CBOMX COMEPHMKOB, CKOJTbKO KpaXwu
TBOEro Naporsisi, Ha KOTOPOM OCHOBaHa cUcCTeMa aBTopm3aunmn BOMbLUMHCTBA Urp.
OcCHOBHble coBeTbl N0 6&30MacHOCTU TBOEro UFPOBOMO akKayHTa:

1. Ecnu ppyron urpok Beget cebs nnoxo unm cosgaet Tebe HEenpuSaTHOCTMW,
3abnoknpyn ero B CnUCKe UrpoKoB;

2. loxanynca agMuHUCTpaToOpamM Wrpbl Ha MNOXoe MNOoBedeHue 3TOro Urpoka,
XernatenbHO NPUMNOXUTb Kakne-To JokasaTesibCTBa B BUAe CKPUHOB;

3. He ykasbiBan NnUYHy0 MHOpMaLnio B Npodanse nrpbl;

4. YBaxaln Opyrux y4aCTHUKOB MO UTpPe;

5. He yctaHaBnuBaun HeouumanbHble natin n Moapl;

6. icnonb3yn cnoxHole 1 pasHble Naponu;

7. Jaxe BO BpeMsi Urpbl HE CTOUT OTKMOYaTb aHTUBMpPYC. [oka Tbl urpaellb, TBOW
KOMMNbIOTEP MOTYT 3apasunThb.

PULLIMHT UK KpaXka NNYHbBIX OaHHbIX

OObI4HON Kpakenh OeHer U [LOKYMEHTOB CEerodHsa YXe HUKOro He YAMBULb, HO C
pasBUTUEM NHTEPHET-TEXHOSTOMNIA 3M0YMbILLITIEHHUKN NEepeMEeCTUNNCL B UHTEPHET, U
npoaosikatT 3aHMMaTbes "nodumbiM" genom.

Tak nosBunacb HoBad yrpo3a: MHTEPHEeT-MOLUEHHWYeCTBa UMW (ULLIKNHF, rraBHas
Lerlb KOTOPOro COCTOUT B MONTyYeHUN KOHUAeHUnanbHbIX JaHHbIX NoSfib3oBaTenen -
NOrnHOB 1 naponen. Ha aHrnuinckom asbike phishing Yntaetca kak domwmHr (ot fishing
- pblbHas noens, password - Naponb).

OcCHOBHble coBeTbI N0 6Bopbbe ¢ PULLMHIOM:

1. Cnegn 3a cBOMM akkayHTOM. Ecnu Tbl nogospeBaellb, YTO TBOS aHKeTa Obina
B3floMaHa, TO HeobxoguMmo 3abrokMpoBaTb €e U CooOWUTb agMUHUCTpaTopam
pecypca 06 3TOM KaK MOXXHO CKOpee;

2. WNcnonb3yn 6esonacHble BebG-calTbl, B TOM 4YMUCIE, WHTEPHET-MarasnHOB WU
MOUCKOBbIX CUCTEM;

3. Micnonb3yn croxHble 1 pasHble naponu. Takum obpasom, ecnun Tebsa B3nomatoT, To
3M10YMBbILUNEHHMKM MONyYaT AO0CTYN TONbKO K OAHOMY TBOEMY NMpodunio B CETH, a He
KO BCEM;

4. Ecnun T1ebs B3nomanun, To HeobxoauMO npeaynpeauTb BCEX CBOUX 3HAKOMBbIX,
koTopble fobaBneHbl y Teb4a B Apy3bsiX, O TOM, YTO Tebs B3nioManu 1, BO3MOXHO, OT
TBOEro MeHu ByZeT pacchbiniatbCsl CNam U CCbISNIKN Ha (PULLIMHIOBbIE CalThl;

5. YctaHoBu HagexHbi naponb (PIN) Ha MOBUNbHBLINM TenedoH;

6. OTKnoUYM coxpaHeHue naporns B bpaysepe;



7. He oTkpbiBaln hannbl n gpyrne BriOXeHUS B NUCbMax, Aaxe ecriv OHU MpuLnn ot
TBOUX Apy3en. Jlyylle yTOYHU Y HUX, OTNPaBnsanuv nm oHn tebe atn dannol.
Lndposas penytaums

LindpoBasa penytauus - 970 HeraTMBHas UM NO3UTUBHAA WMHGOPMaUUS B CETU O
Tebe. KomnpomeTtupyrowasa uHdopMauus, pasMelleHHass B MHTEpPHETE, MOXEeT
cepbe3HbiM 06pa3om OTpa3nTbLCS Ha TBOeWn peanbHou XnsHu. "Lincdposas penytaunga”
- 9TO TBOW UMUOX, KOTOPbIN hopMUpyeTCcs U3 MHpopmaumm o Tebe B MHTEPHETE.
TBoe MecTO XuTenbcTBa, Yy4ebbl, TBO€ (MHAHCOBOE MONOXEHNE, OCOBEHHOCTU
Xapaktepa u pacckasbl 0 65IM3KMX - BCE 3TO HaKansmBaeTCs B CETU.

MHorne nogpoCTKM NErKOMbICIIEHHO OTHOCATCS K NyGnunkaumm IM4HOM MHGopMaLmn B
MHTepHeTe, He nMoHMMaa BO3MOXHbIX MNOCneacTBun. Tbl JaXe He CMOXellb
aoragatbCs O TOM, 4TO dpoTorpadus, pasmMeLLleHHas S5 neT Hasagd, crana npUYnHoOm
oTKa3a NpuHATb Tebsa Ha paborTy.

KommeHTapuu, pasmewieHne TBOUX dooTorpacomm v apyrne OEeNCTBUS MOryT He
NCYE3HYTb Jaxke Mnocre Toro, Kak Tbl UX yaanuwb. Tbl HE 3Haellb, KTO COXPaHWUIl 3Ty
MHpopMaumIo, nonasna M OHa B MOUCKOBbIE CUCTEMblI M COXpPaHWSacb N OHa, a
rMaBHOE: YTO noaymaroT O Tebe okpyxatowme noan, KOTopble HanayT v yBUOAT 3TO.
Hantn nicdopmaunio MHOro neT cnycTta CMOXET Nbon - Kak 3 Aobpbix NOBYXAEHUN,
Tak U C HaMepeHUeM NPUYNHUTE Bped. OTO MOXET ObITb KTO YrofHO.

OCHOBHbIe COBETbI NO 3aLmTe LMGPOBOM penyTaunu:

1. MNMogyman, npexae 4Yem 4YTo-TO NyGrnmnkoBaTb M nepegasaTb Yy cebsa B 6rore unu B
counanbHOWU ceTu;

2. B HacTpoukax npodunsa yCTaHOBM OrpaHUYeHNa Ha NMPOCMOTP TBOEro npodunsa u
€ero cogepXXumoro, caenan ero Tonbko "gnsa apysen”;

3. He pasmewan u He ykasbiBan WHMpOpMaUuUo, KoTopasi MOXeT Koro-nmbo
OCKOpONATb Nu obuxaTb.

ABTOpCKOE NpaBo

CoBpeMEHHbIE LLKOMbHUKN - aKTUBHbIE MONb3oBaTeNM LMGPOBOro MNPOCTPaHCTBA.
OpHako paneko He BCe 3HalT, 4YTO MOoSfib30BaHWE MHOMMMW  BO3MOXHOCTSMM
LUndpoBoro mupa TpebyeTt cobnogeHuns npaB Ha UHTENNEKTyanbHy0 COOCTBEHHOCTb.
TepMuH "MHTennekTyanbHass COBCTBEHHOCTb" OTHOCUTCA K pPasfiIMYHbIM TBOPEHUAM
4YefioBEYECKOro yMa, HadmHasi C HOBbIX M300peTeHurn M 3HakoB, 06O3HaAYaoLLMX
COBCTBEHHOCTb Ha MNPOAYKTbl M YCAyru, U 3akaHymBasi KHUramu, cotorpadusivmu,
KMHOUIIbMamMn 1 My3blKasibHbIMU NPOU3BEAEHUSAMN.

ABTOpCKkME npaBa - 93TO MNpaBa Ha WHTENNEKTyanbHYl COOBCTBEHHOCTb Ha
npou3BefeHNa Hayku, nutepaTtypbl U UCKycCTBa. ABTOPCKME MpaBa BbICTYNnawT B
KayecTBe rapaHTuUM TOro, YTO MHTENNEKTyanbHbIA/TBOPYECKUN TPy aBTopa He ByaeT
HanpacHbIM, OacT eMy CcrpaBeasiMBbie BO3MOXHOCTM 3apaboTaTb Ha peaynbraTax
CBOEro TpyAa, NonyyYnTb U3BECTHOCTb U NpusHaHue. Hukto 6e3 paspelueHnsa aBTopa
HEe MOXeT BOCMPOU3BOAUTb €ro npousBefeHne, pPacnpoCcTpaHaTb, MNyBrnn4Ho
AEeMOHCTpupoBaTb, MpogaBaTb, WMMNOPTUPOBATb, MyckaTb B MNpokaT, nybrn4yHo
MCMOMNHATb, NOKa3bIBATL/UCNOMHATL B adupe nnu pasmeLlarts B IHTepHeTe.
Mcnonb3oBaHne "nmpaTckoro" nporpammHoOro obecnevyeHuss MOXET MNpPUBECTU K
MHOTMM pUCKaM: OT MOTEPU [AaHHbIX K TBOMM akkayHTam [0 OGrOKMPOBKM TBOEro
YCTPOWCTBA, r4e yCTaHOBMieHa HeneranbHas nporpamma. He ctout Takke 3abbiBaTb,
YTO CYLLECTBYHT feranbHble 1 GecnnaTtHble NporpamMMbl, KOTOPblE MOXHO HaWTU B
ceTun.

O noptane



CeTeBMYOK.p(p - TBOW rNaBHbIA COBETYMK B CeTU. 34eCb Thbl MOXelb Yy3HaTb O
6e30nacHOCTU B CETU MOHATHBIM M OOCTYMHbIM S3bIKOM, @ MNPU BO3HWKHOBEHWM
KPUTMYECKOM CcuUTyaumm obpaTtuTbCs 3a coBeTOM. A Takke MPUHATb yyacTue B
KOHKypCax 1 CTaTb CaMbIM LUPPOBbLIM rpaXgaHnHoOM!
MpunoxeHne N 3
NAMATKA ona POAUTENEN OB UHOOPMALIMOHHON BE3OMNACHOCTU

OETEW
OnpegeneHne TepmuHa "nHdopmaunoHHasa 6e3onacHoCTb AeTen" COOAepXUTCA B
depnepanbHoMm 3akoHe N 436-d3 "O zawmte geten oT MHpopMaUuK, NPUUNHAIOLLEN
Bped MX 300pOBbI0 N pa3BUTUIO", perynmpyowmm OTHOLLEHUS, CBA3aHHbIE C 3aLLuTONn
aeTen OT WMHopMauuu, MPUYMHSAIOWEN Bped WX 300POBbl0 M (MNIM) pasBUTULO.
CornacHo pgaHHOMY 3akoHy "MHopmauuoHHas ©e3onacHocTb pgeten" - 3TO
COCTOSIHME  3alUMLLEHHOCTW, MpU KOTOPOM OTCYTCTBYET PMUCK, CBHA3AHHbIN C
NPUYNHEHMEM UHGOPMaUMENn Bpeda WX 300pOBb0 U (MNK)  PU3MYECKOMY,
NCUXNYECKOMY, AYXOBHOMY, HPABCTBEHHOMY PasBUTUIO.
B cuny ®epepanbHoro 3akoHa N 436-O3 uHdoOpmauunen, npuyYMHSIOWEN Bpea
340POBbIO U (UNIN) Pa3BUTUIO AETEN, ABNSAETCS:
1. "HOpMaUUs, 3anpeLleHHas ansa pacnpocTpaHeHna cpean neTen;
2.  WHdopmauus, pacnpocTpaHeHMe KOTOpPOM  OrpaHu4yeHo cpean  aeTen
onpeaesieHHbIX BO3PaCTHbIX KaTeropun.
3. K uHhopmaumn, 3anpeLieHHon anga pacnpocTpaHeHus cpeau aeten, OTHOCUTCA:
4. nHdpopmaums, nobyxgarwas geTen K CoBepLleHNo JENCTBUIA, NpenCcTaBsoLWmnX
Yyrpo3y WX XWU3HW U (MNnM) 300POBbIO, B T.4. MPUYMHEHUIO Bpeda CBOEMY 340POBbIO,
camoybuincTBy;
5. cnocobHOCTb BbI3BaThb Yy AETEN XenaHue ynoTpebuTb HapKkoTUYecKue cpencTtsa,
NCUXOTPOMNHbLIE W (MNK) odypMaHuBawlune BelwecTtBa, TabadHble wm3genu4,
ankoronbHY MU CNUPTOCOAEPKALLYIO MPOAYKLNIO, MMBO U HANUTKKW, N3roTaBfiMBaemMble
Ha ero OCHOBE; MPUHATb yyacTue B as3apTHbIX Urpax, 3aHUMaTbCs NPOCTUTYLUUEN,
OpoasKHMYECTBOM UITM MNOMPOLLANHNYECTBOM,;
6. obocHoBbIBalOWaa wnNu onpaegbiBalowas AOONYCTUMOCTb Hacunus u - (unu)
XecTokocTn nmbo nobyxaarowasa oOCyLeCcTBNATb HACUNbCTBEHHbIE OENCTBUS MO
OTHOLLEHWMIO K NIOASM W XXUBOTHbIM;
7. oTpuuatoLwas ceMenHble LEHHOCTU U (bopMupyloLLas HeyBaXXeHNe K poanTenism m
(Mnn) opyrum YrneHam cembi;
8. onpasapbiBatoLLLad NpOTUBONPAaBHOE NOBEAEHUE;
9. cogepxawas HeLeH3ypHyHo bpaHb;
10. cogeprkalias MHopmMauuo NopHorpadoMyecKkoro xapakrepa.
K nHdopmauuu, pacnpocTpaHeHMe  KOTOpPOM  OrpaHuYeHo cpean  geTen
onpeneneHHoro Bo3pacra, OTHOCUTCS:
1. H(bopmMauus, npeacTaBnsgemasi B Buge n3obpaxeHns unm onncaHmnsa XecToKoCTH,
dun3myeckoro un  (UNM) MNCUXMYECKOro Hacunmd, nNpecTynreHns Wunm  WUHOro
aHTMOOLLECTBEHHOIO OENCTBUS;
2. BbI3blBalOLlasa y AEeTEN CTpax, yac unum naHuky, B T.4. NpeactaBndemMas B Buae
N300paXkeHNss UM ONUCAHUS B YHWXKAIOLEN 4YenoBeYyeckoe [OOCTOMHCTBO hopme
HEeHacunbCTBEHHOM CMepTW, 3aboneBaHusi, camoybuincTBa, Hec4yacTHOro crnydyas,
aBapuv nnu katactpodbl 1 (UNn) NX NOCreacTBum;
3. npegcrasnsemas B BuAe U30OpaxeHUss UM OnMcaHUsa MOSOBbIX OTHOLUEHWUN
MeXay MY>XHUHON U XKEHLLMHOW;



4. cogepxawasi 6paHHble CnoBa W BbIPaXEHUS, HE OTHOCSALIMECHA K HELEH3YpHOMU
OpaHu.

C yyetom atoro Bam npegnaraiotca npasuna pabotbl B cetn WHTepHeT ans
pasfiMyHbIX BO3pPACTHbIX KaTeropum, cobntogeHne KOTopbiX MO3BONUT obecneynTb
NHpopMaLMOHHY0 6e30nacHOCTb BalIMX AETEN.

O6wwme npasuna gnsa poautenen

1. HesaBucumo OT Bo3pacTta pebeHka MCnonb3ynTe nporpammHoe obecnedeHue,
nomMoratuiee unNbTPoBaTb U KOHTPONMpoOBaTb MHOpMaLMo, HO He noraraMTecb
MNOMHOCTbLIO Ha Hero. Balle BHMMaHWE K peBeHKy - rmaBHbIN METOA 3aLUnThI.

2. Ecnu Baw pebeHOK uMmeeT akkayHT Ha OAHOM M3 couuManbHbIX CEpPBMCOB
(Livedournal, blogs.mail.ru, vkontakte.ru u T.n.), BHMMATENbHO W3Yy4nUTE, KaKYHO
MHpOpMaLMIO MOMELLAOT €ro y4dacTHUKM B CBOMX Npodunsx u Grorax, BKIoYas
doTorpacdumn 1 BUOeO.

3. lNpoBepbTe, C KakMMuU OpyrMMu camTamMm CBSi3aH couumarnbHbii cepBuc Ballero
pebeHka. CtpaHunykm Bawero pebeHka moryT ObiTb ©e3onacHbiMM, HO MOTYyT W
cogepXaTb CCbIIKM Ha HexenaTeribHble W onacHble canTbl (Hanpumep, NOPHOCAaWT,
NN CanT, Ha KOTOPOM ApPYr YNOMUHAET HOMEpP COTOBOro TenedgoHa Bawero pebeHka
nnu Baw gomawHum agpec)

4. Moowpsnte Bawmnx geten coobwats 060 BCEM CTPAHHOM UM OTTaNKMBaKOLWEM U
He CMULKOM OCTPO pearnpynTe, Korga oHuM 3TO fenalT (M3-3a onaceHusi noTepsTb
poctyn K VIHTepHeTy OeTn He roBopsAT poauTendam o npobriemax, a Takke MOoryT
HayaTb MCnonb3oBaTb IHTEPHET BHE AOMA U LLKOMbI).

5. byabTe B Kypce ceTeBom xun3Hu Bawero pebeHka. HTepecynTech, KTO UX Apy3bs B
MHTEepHET Tak Xe, Kak MHTepecyeTeCb pearnbHbIMU APY3bSMN.

BospacTt o1 7 oo 8 nert

B NHTepHeTe pebeHok cTapaeTcd NOCeTUTb Te UK UHble CarThbl, @ BO3MOXHO U 4aTbl,
paspelleHe Ha nocelleHne KOTOpbIX OH He nonyyun 6bl oT pogutenen. MNMoatomy
poauTensM oOcCOBGEeHHO nMonesHbl 6yayT Te OT4eTbl, KOTOpble MpPeaoCcTaBnaTCA
nporpaMmMamMn Mo OorpaHMYeHuo ucnonb3oBaHus WIHTepHeTa, T.e. PoamTtenbckui
KOHTPOSIb UMK TO, YTO Bbl CMOXETEe YBUAETb BO BPEMEHHbLIX hannax. B pesynbTare, y
pebeHka He ByaeT OLyLWEHNs, YTO 3a HUM BEAETCSA MOCTOSIHHbIN KOHTPOMb, O4HAKO,
poauTenu OyayT No-nNpexHeMy 3HaTb, KakMe canTbl nocellaeTt mx pebeHok. [eTu B
AaHHOM Bo3pacTe o6nagatT CUIbHbIM YyBCTBOM CEMbW, OHU [0BEPYMBbI U HE
cCoMHeBatTCcs B aBToputeTax. OHM nobAaT urpatb B ceTeBbIE UIPbl U NYTELIECTBOBATb
no WHTepHETY, UCNONb3ysl SNEKTPOHHYI MOYTY, 3aXOAUTb Ha CalTbl U 4YaTbl, He
peKoOMeHOOBaHHbIE POAUTENAMM.

CoBeTbl N0 6Ge3onacHocTU B ceTn VIHTepHeT ana aeten 7 - 8 ner

1. Co3panTte CnMcoK AOMaLUHMX NpaBui NoceLLeHns MHTepHeTa npu y4acTum ETEN U
TpebyiiTe ero BbINOSTHEHUS.

2. Tpebynte oT Bawero pebeHka cobniogeHUs BpeMEHHbIX HOPM HaxoXAeHusi 3a
KoMmnbtoTepPOM. lNMokaxmTe pebeHky, 4To Bbl HabnogaeTe 3a HAM He NOTOMY YTo Bam
3TO Xo4eTcs, a noTomMy 4To Bbl Becnokontech 0 ero 6e3onacHOCTM U Bcerga roTosbl
€My MOMOYb.

3. KomnbtoTep ¢ nogkntoyeHnem K VIHTepHeTy A0mMKeH HaxoanTbCs B obLen kKomHaTe
nog NPUCMOTPOM poauUTESNEN.

4. Vicnonb3ynTe cneuunanbHble AeTCKMe NOUCKOBbIE MaLLUUHbI.

5. Wcnonb3ynte cpeactea OnNoOKMpPOBaHUS  HEXenaTenbHOro KOHTEHTa  Kak
AOMNOSTHEHNE K cTaHgapTHOMY PoanTenibCKOMY KOHTPOITHO.



6. Co3gante cCeMenHbI 3MEKTPOHHbIA AWKK, YTOObl HE MO3BONMUTL AETAM MMETb
cobCcTBEHHbIE agpeca.

7. bnokupynTte goctyn K cantam ¢ 6ecnnaTHbIMW NOYTOBBLIMU SLMKAMW C NOMOLLbIO
COOTBETCTBYIOLLLErO NporpammMHOro obecneveHus.

8. lNpuyunte peten coseToBaTbCad C Bamu nepepn onybrnvkoBaHmem Kakon-nmbo
NHopMaUMM cpeacTBamMm 3NEKTPOHHOW MOYThbl, 4aToOB, PErnmcTpaunoHHbIX dOPM W
npocunen.

9. Hayunte pgeten He 3arpyxaTb pawnbl, nporpamMmmbl unum My3blky 6e3 Bawlero
cornacus.

10. He paspewante pagetaMm UcnoNb3oBaTb CNYXObl MrHOBeHHOro obmeHa
COOOLLEHNAMMN.

11. B "Genbin" CNMCOK CaWTOB, pas3peLUEeHHbIX AN MNOCEeLlEeHUA, BHOCUTE TOSbKO
canTbl C XopoLlen penyTaumnen.

12. He 3abbiBanTte 6ecepoBaTb ¢ AeTbMu 06 nx apy3sbsx B MHTepHeTe, Kak ecnu Obl
peyb LWna o Apy3baX B peanbHOW XU3HW.

13. He penante "taby" n3 BONPOCOB MOSIOBOM XMU3HWU, TaK Kak B NHTepHeTe OeTu
MOrYT Nerko HaTKHYTbCS Ha NOpHorpaduio nnu cantol "ans B3pocnbix”.

14. lMpunyunte Bawero pebeHka coobwate BaMm O NOObIX yrpo3ax wunuM Tpesorax,
cBsa3aHHbIX ¢ IHTepHeToM. OcTaBanTeCb CMOKOMHbIMU U HAarnOMHUTE AETAM, YTO OHMU
B 6e3onacHOCTK, ecniv caMn pacckasanu Bam O CBOMX TpeBorax. [loxsanute ux wu
NOCOBETYNTE NOAONTM eLle pa3 B NOLOOHLIX Cryyasx.

BospacTt geten ot 9 go 12 net

B naHHOM BO3pacTe eTun, Kak NpaBuso, yXe HacrblwaHbl O TOM, Kakad nHopmMaums
cywecTtByeT B MHTepHeTe. CoBepLUEHHO HOpPMaribHO, YTO OHM XOTAT 3TO YBUAETb,
npoyecTb, ycnblwaTb. [pM 3TOM HY)XHO MOMHUTb, YTO LOCTYN K HexernaTesSlbHbIM
mMaTtepuanam MOXHO Jierko 3abnokumpoBaTb nNpu Nomowm cpencts PoamTenbckoro
KOHTPOSIS.

CoBeTbl No 6e3onacHocT anga aeten ot 9 go 12 ner

1. Co3ganTe CNMCOK OOMaLUHUX NpaBusl noceleHns VIHTepHeT npu yvyactum geTten u
TpebyinTe ero BbINOSTHEHUS.

2. Tpebynte ot Bawero pebeHka cobnogeHnst HOpM HaxoXOeHUst 3a KOMMbITEPOM.
3. Habnogante 3a pebeHkoM npu paboTe 3a KOMMbIOTEPOM, MOKAXUTE €My, YTO Bbl
BecnokouTecb 0 ero 6e30nNacHOCTM U BCerga rotToBbl oka3aTb €My NOMOLLb.

4. KomnbloTep ¢ nogkntodeHnem B VIHTEpHeET JOMmKeH HaxoamnTbes B obuien komHaTte
nog NPUCMOTPOM poauTeSNen.

5. Wcnonb3ynte cpeactBa ONOKMPOBaHUS  HeXenaTernbHOro KOHTEHTa  Kak
AOMNOSTHEHWNE K cTaHaapTHOMY PoanTenibCKOMY KOHTPOITHO.

6. He 3abbiBanTe npuvHMMaTb HEMNOCPEACTBEHHOE Yy4yacTMe B XU3HU pebeHka,
becepoBaTtb ¢ geTbMun 06 nx apy3bsx B IHTepHeTe.

7. HactanmBante, 4tobObl O€TM HUKOrga He cornawanucb Ha fuvHble BCTpPeYu C
Apy3bsaMn no IHTepHeTy.

8. MNo3BonanTe AeTaAM 3axoAuTb TOMbKO Ha canTbl K3 "Genoro" cnucka, KOTOpbIN
co3ganTe BMecTe C HUMMW.

9. lNpuyunTte peTen HUKOr4a He BblgaBaTb JUMYHYK MHMOpMaUuo cpeacTBamu
9NEKTPOHHOW MOYTbl, Y4aToB, CWUCTEM MrFHOBEHHOrO OOMeHa CoobLEeHUAMM,
perncTpaunoHHbIX OpM, NUYHBIX NMpodunern N nNpu perncTtpaunnm Ha KOHKYypCbl B
NHTepHeTe.



10. Tlpuyunte peten He 3arpyxatb nporpammbl 6e3 Bawero paspelleHus.
OObACHUTE UM, YTO OHM MOFYT CHyYalWHO 3arpy3uTb BUPYCbl WU Apyroe
HexenaTternbHoe nporpaMMHoe obecrneyeHue.

11. Cospante Bawemy pebeHKy orpaHM4YeHHYH YYeTHYK 3anucb Anst paboTbl Ha
KOMNbloTEpE.

12. MNpuyynte Bawero pebeHka coobwiate Bam O nobbIX yrpo3ax wunu Tpesorax,
cBsi3aHHbIX ¢ NHTepHeTOM. HanoMHuTe geTtam, 4To oHu B 6e3onacHoCTu, ecriv camu
pacckasanv Bam O CBOUX TpeBorax 1 onaceHusx.

13. Pacckaxute getsm o nopHorpadgumn B IHTepHeTe.

14. HacrtamBante Ha TOM, 4TOBblI AOEeTU MNpPeaocTaBnAnM BamM OOCTYN K CBOEW
3NEKTPOHHOW NoYyTe, YTOObI Bbl Y6eannuch, YTO OHM He 0BLLalTCa ¢ HE3HAKOMLUAMM.
15. OObsACHMTE [eTaM, 4YTO Hemnb3s WUCNoMb30BaTh CeTb ANA  XYNMraHcTBa,
pacrnpocTpaHeHnsa CrfeTeH Unn yrpos.

Bospact geteun ot 13 go 17 net

B aTom Bo3pacTe NogpoCTKM akKTUBHO UCMOMb3YHT NOMCKOBbIE MaLUUHbI, NOSb3YHOTCA
3IEKTPOHHOW MNOYTON, cnyxbamm MrHOBeHHOro obmeHa CcooOLLEeHUsAMU, CKayunBaroT
My3blKy U (punbmbl. Manbynkam B 9TOM Bo3pacTe 6onblue Mo HpaBy cMeTaTb BCe
OrpaHNYEeHNS, OHU XaxayT rpyboro toMmopa, asapTHbIX UrP, KAPTUHOK "Ansa B3poCnbIX".
[eBo4vkn npegnodmTaroT obuwatecAa B 4artax, Npu 3TOM OHU ropasgo 6onee
4YyBCTBUTESbHbI K CEKCYarnbHbIM goMoratenscteam B MIHTepHeTe.

3ayacTyio B JaHHOM BO3pacTe pPOAUTENSM YyXe BeCbMa CIIOXHO KOHTPONMpoBaTb
CBOUX AeTen, Tak Kak o6 VIHTepHeTe OHU y)Xe 3HaltT 3Ha4YUTENbHO OOosblle CBOUX
poautenen. Tem He MeHee, He oOTnyckamTe geten B "cBobogHoe nnasaHuWe" Mo
NHTepHeTy. CTapanTecb akTMBHO y4yacTBoBaTb B 06LWeHnn pebeHka B HTepHeTe.
BaxHo no-npexHemy cTporo cobntogate npasuna WHTepHeT-GesonacHocTn -
cornaweHve mexay pogutenamuv u getbMu. Kpome TOro, HeobxogMmo Kak MOXHO
Yawle npocMmaTpuBaTb OTYeTbl O AeaTenbHocTM Aeten B WHTepHeTe. Cneayet
obpaTUTb BHUMaHMe Ha HeobXoOMMOCTb COAepXaHUs pPOoAUTENbCKUX Mnaposien
(naponen agMMHUCTPATOPOB) B CTPOrOM cekpeTe U ob6paTuTb BHMUMAHME Ha CTPOroCTb
3TUX Nnaposien.

CoBeTbl No 6e3onacHOCTN B 3TOM Bo3pacTe oT 13 go 17 net

1. Cosgante CNUCOK OOMAaLUHMX MpaBun noceweHna WHTepHeTa npu ydyacTuu
NogpoCTKOB U TpebynTte 6e3ycrioBHOro ero BbinonHeHus. O6roBopute ¢ pebeHkoMm
CMUCOK 3anpeLleHHbIXx canTtoB ("4yepHbln cnucok"), 4Yacbl paboTel B WHTepHeTe,
PYKOBOACTBO Mo 06LeHnto B HTepHeTe (B TOM YMCre B YaTax).

2. KomnbloTep € nogkntoveHnemMm K cetun MHTepHeT JOormKeH Haxoautbca B obLien
KOMHaTe.

3. He 3abbiBante 6ecenoBathb ¢ etbMu 06 Ux apy3bsx B IHTepHeTe, 0 TOM, YeM OHU
3aHATbl TakuMm obpasom, OyaTo peyb uAeT O Apy3baAX B peanbHOM >KU3HM.
CnpawwuBante o0 nwgax, C KoTopbiMu OeTu obLwalTca nocpeactBoM  Cryxb
MrHOBEHHOIo obMeHa coobueHnamm, YTobbl yoeanuTbes, YTO 3TU NI0AN UM 3HAKOMBbI.
4. Wcnonb3ymte cpenctBa OGnokMpoBaHWA  HexenaTeNnbHOro  KOHTEHTa  Kak
AOMNOSTHEHNE K cTaHOapTHOMY PoanTenibCKOMY KOHTPOITHO.

5. Heobxoommo 3HaTb, KakMmu 4YaTamm nonb3yttcsa Bawwu pgetn. [Moowpsante
MCNosfib3oBaHNe MOAEPUPYEMbIX YaTOB N HacTavMBanTe, YTOOblI AeTN He obLwannchb B
NPYBATHOM pexume.

6. HactanBante Ha TOM, 4TOObI €T HMKOrAa He BCTpeYanuchb SINYHO C APpY3baAMU U3
cetn NHTepHer.



7. Tlpuyunte pfeTer He BbldaBaTb CBOK JIMYHYKO WHAOPMaUuUo cpeacTsamu
9NIEKTPOHHOW MOYTbl, 4aToB, CWUCTEM MIHOBEHHOrO OOMeHa CoobLEeHUAMM,
perncTpaumoHHbIX (OpPM, JIMYHBIX Npodunern N Npu perncrtpaumm Ha KOHKYpCbl B
NHTepHeTe.

8. Mpuyunte geten He 3arpyxaTb nporpammbl 6e3 Bawero paspelweHnsa. O6bacHuTe
MM, YTO OHW MOTYT CIlydanHO 3arpy3uTb BUPYCbl WU ApPYroe HexenaTternbHoe
nporpammHoe obecrneyveHue.

9. lMpuyunte Bawero pebeHka coobwate Bam O nbbIX yrpo3ax wunuM Tpesorax,
cBs3aHHbIX ¢ NHTepHeTOM. HanomHuTe getsam, 4To oHM B 6e30MacHOCTM, ecnn camu
pacckasanu BaMm, O CBOMX Yyrposax unu tpesorax. [loxBanute MX U NOCOBETYMNTE
NOAONTK eLle pa3 B NOAOBHbLIX Cnyyasx.

10. Pacckaxunte getam o nopHorpacdum B VIHTepHeTe. Nomornte um 3awmtntbCs ot
cnama. Hayuyute nogpocTkoB He BblgaBaTb B VIHTepHeTe cBoero peasnbHOro
9NEeKTPOHHOro agpeca, He OTBeYaTb Ha HexernaTernbHble NMMCbMa U UCMONb3oBaTb
crneumanbHble NoYToBble OUNbTPbI.

11. MpnyunTe cebs 3HAKOMUTLCSH C canTaMn, KOTopble NoceLwaroT NOAPOCTKN.

12. Hayunte geten yBaxaTb APYrnX B MHTEPHETE. YBeauTech, YTO OHU 3HAKOT O TOM,
4YTO MpaBua XopoLlero NoBeAeHUa OeNCTBYOT Be3ae - AaXe B BUPTyarbHOM MUpE.
13. Ob6bACHMTE [eTsM, YTO HW B KOEeM Criydae Henb3d ucnosnb3oBaTb CeTb AN
XyNMraHcTBa, pacnpoCcTpaHeHUs CAfieTEH NN Yrpo3 APYrMM JOAaM.

14. ObcyanTte ¢ nogpocTkamu npobnembl CETEBLIX a3apTHbIX UIP U NX BO3MOXHbIN
puck. HanomHuTe, YTO 4eTU HEe MOTyT UrpaTb B 3TN UIPbl COTNAaCHO 3aKOHY.
[MOCTOSIHHO KOHTpoOnupynTe ucnosib3oBaHne VIHTepHeTa Bawum pebeHkom! 310 He
HapyLleHne ero fMYHOro NPOCTPaHCTBa, a Mepa NPefoCTOPOXKHOCTU U NPOSIBNEHUe
Bawen poanTenbCKon OTBETCTBEHHOCTU N 3a00THhI.



